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Lord Bingham, who died in 2010, was an eminent British judge who served as Master 
of the Rolls, Lord Chief Justice and as Senior Law Lord.  He wrote at length during his 
life, producing many memorable quotations.  One of them was “A profession’s most 
valuable asset is its collective reputation and the confidence which that inspires”.  It was 
originally said in relation to the behaviour of an individual member of a professional 
institution and the need to take disciplinary action against that individual in order to 
protect the reputation of the profession. He went on to say “… the reputation of the 
profession is more important than the fortunes of any individual member. Membership 
of the profession brings many benefits, but that is part of the price”.
It is very rare for the IRSE to need to apply disciplinary sanctions to its members, 

although it has done on a few occasions.  Sanctions are, of course, applied occasionally 
to IRSE Licence holders (who may or may not be IRSE members as well).  But in writing 
this ‘News View’ I do not want to focus on the negative side, but on the positive 
aspects of our collective professional reputation. 
The IRSE as an organisation has a responsibility to maintain and grow its reputation as 

a body that is committed to high standards of professional conduct.  We want railway 
companies, suppliers and the general public to have confidence that we are playing 
our part in ensuring railways are safe, and that we will do all we can to ensure that IRSE 
members undertake their work responsibly.  Over the past few months I have met with 
senior engineers and managers in a number of companies, and without exception I 
have encountered goodwill towards the IRSE. In a number of cases they have made 
suggestions about more that the Institution could do to help them and the industry.
Our collective reputation is, of course, heavily dependent upon you, as members 

of the IRSE, acting responsibly and professionally, in accordance with our Code of 
Professional Conduct (which you can find on the About page of the IRSE website).  
Please keep this in mind as you go about your daily work. Your individual professional 
reputation is one of your most important assets.  The IRSE’s most valuable asset is most 

certainly its collective reputation, and you have a role in sustaining it. 

Francis How, Chief Executive

Front cover: This issue’s lead article looks at the importance of 
track worker safety and the role of the lookout, both today and 
in the past. Here a lookout acknowledges the driver of a passing 
train as maintenance is carried out at Thornton, in the Hunter 
region, New South Wales, Australia. Photo Jeanette Aitken.
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TRACK SAFETY

LOOKOUT!
Anjum Naweed
BSc (Hons) MSc PhD CPE  
Central Queensland University, Australia

Jeanette Aitken
BE (Hons) MEngSc DipVET AMIRSE  
Competency Australia

This paper looks at the safety of trackside workers and the 
availability of new systems to enhance that safety through 
technology. It was originally presented at the IRSE Australasia 
Technical Meeting held in Adelaide on 8 April this year.

Trains are the fastest and heaviest of land vehicles and the 
intent of railway systems design is to transport them safely 
and efficiently from one location to another. Track workers and 
maintainers are the unsung heroes of rail safety but are often 
placed in dynamic and hazardous situations, rendering them 
vulnerable to the very things they work to protect. The dramatic 
irony inherent in their work is addressed by the ‘Lookout 
Working’ concept of safeworking where a range of technologies 
are used to assist in the provision of acceptable margins of 
personal safety from approaching trains.

This technical paper aims to conceptualise the degrees of 
control and types of technologies used to protect the safety 
of track workers and maintain the security of their work sites. 
Presented from a human factors perspective using a systems 
thinking approach, the paper articulates key lessons that can be 
drawn from previous accidents and ‘near-misses’ associated with 
failures in track worker protection, which have been investigated 
in the context of railways in the UK and Australasia. The objective 
of the paper is to evaluate the viability of utilising smarter 
technologies to achieve improvements in maintenance track 
worker safety within the Australian railway environment.  

Introduction
One early Monday morning in 2007, two track maintenance 
workers comprising a signal electrician and his assistant were 
busy fixing a set of malfunctioning points on a section of track, 
just south of Singleton Station in the Hunter Valley, NSW. The 
work was being undertaken utilising a ‘No Authority Required’ 
method of protection under which one of the workers was 
required to keep lookout for approaching trains at all times. At 
approximately 05:48, a coal train struck and killed both workers. 
The driver of the train reported that neither of the workers had 
been keeping lookout at the time [1].

One afternoon in 2014, a group of nine track maintenance 
workers were busy repairing a section of the West Coast 
mainline, just south of the Hest Bank level crossing near 
Lancaster, UK. The work was located on a bend, and a radio-
based Lookout Operated Warning system was in effect. At 
approximately 14:23, a train travelling at 162 km/h passed the 
lookout and 14 seconds later, approached the workgroup. The 
track workers did not receive a warning. By the time they noticed 
the train, the last worker had ~1s to clear the track – as apparent 
in the photographs shown in Figure 1. No physical injury resulted 
from the incident, although the psychological impacts to the 
workers are unknown [2].

Stories of tragic incidents and shocking near strikes such as 
these are stark realities of track working. The Singleton tragedy 
exploited a number of environmental and human factors 
limitations in the system, which made the workers particularly 
vulnerable in that scenario. These included: low visibility (from 
working in the dark) with corresponding decreases in availability 
of visual cues; compromised auditory cues (from a passing 

train on adjacent track); over-familiarity and expectation bias 
(associated with working in the specific environment); and chronic 
fatigue and sleepiness (based on previous sleep patterns). In 
this example, conflicting protocols such as the extinguishing 
of headlights of a passing train under Australian Rail Track 
Corporation (ARTC) Network Rules were contributory factors. 

In spite of the use of assistive technology in the form of a 
lookout-operated warning system (Zöllner Autoprowa ZPW 
control and warning unit and two Lookout-operated transmitter 
units with booster aerials), the Hest Bank near strike had potential 
for devastating consequences. A number of environmental, 
systemic and human factors limitations converged to create 
significant safety risk in that scenario, including: vulnerability 
from a single point of failure, sighting restrictions and degraded 
vigilance. In both cases, the system of lookout working ultimately 
failed as a result of barriers associated with early detection of the 
train. 

Stories of similar tragedy and near-collision continue to impact 
the personal safety of track maintenance workers in Australia, 
for example the incidents near Kogarah in New South Wales 
(NSW) [3], Strathfield in NSW [4], Guildford in Western Australia 
(WA)  [5], East Maitland in NSW [6], Peak Downs in Queensland 
(QLD) [7], and Laverton in Victoria (VIC) [8]. In a climate where 
substantive rail engineering communities are converging 
around themes of smart technology, it is pertinent to ask how 
this applies to one of the most vulnerable roles in the railway, 
which paradoxically, plays a fundamental role in reducing the 
vulnerability of critical infrastructure. The essence of the issue is 
ultimately one of trust. Engineers are naturally predisposed to 
place their faith in technology rather than people, with a firm 
belief in the reliability of hardware, design, testing protocols 
and safety integrity levels. We ask the perceptive reader to cast 
their mind back to the last time they were in a rail corridor. Did 
you feel confident that you were under the care of safe-working 
professionals? Have you experienced a near miss on a railway? 
Has a Lookout saved your life? 

Figure 1 – Stills from train video of Hest Bank incident.
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The Hest Bank near miss and Singleton incident highlight the 
fact that unless every possible scenario can be tested, the system 
will eventually fail. But in a contemporary dynamic and highly 
complex Australian rail environment rife with competing goals, 
interests, and mixed-messages, would use of technology readily 
address the needs for safe working? In this paper, we review 
the role of the Lookout in the context of the wider safe working 
system, briefly review existing technologies used to protect track 
maintenance work parties in Australia and the United Kingdom, 
and generate a discussion toward building smarter systems that 
safeguard the workforce from unnecessary trauma, injury, and 
death. 

Lookout Working
Tracing the origins
In Australia, ‘Lookout Working’ is a system of safeworking 
defined under the Australian Network Rules and Procedures 
(ANRP) and adopted to varying degrees by Rail Infrastructure 
Managers. It is also the lowest form of protection in use on the 
railway. The origins of what we know as the Lookout Working 
system of safeworking historically date back to the Platelayer, 
described in the accounts written by W & R Chambers as a class 
of workers who hold the “most humble position on a railway” 
and whose “employment may be described as precarious” [9, 
pp. 102-103]. The platelayer started work at “6am in summer 
and 7am in winter, unless he is called up earlier” [9, p. 104] 
and conducted various activities to maintain the lines, such as 
fastening nuts and keys, replenishing ballast, oiling and cleaning 
points and switches. However, Platelayers also stood “sentinel 
for hours” and were particularly vulnerable to fatal injury in low 
visibility conditions, as described by “familiar paragraphs in the 
newspapers headed ‘Another platelayer killed in the fog’”  
[9, p. 105]. Figure 2 depicts an artist’s illustration of a Platelayer, 
sporting a wooden leg, presumably the result of work-related 
injury. Figure 3 shows a more modern scene.

Platelayers were track maintenance workers and Lookouts 
wrapped into one. They worked in a very different rail 
environment to today, under a time interval system for train 
separation, and with steam trains, which were very loud and 
relatively slow, offering plenty of time to get off the track.  
Comparing this to a contemporary Track Worker, there is little to 
separate the appearance or basic tools, and they still perform the 

same sort of work. However, the environment has changed vastly. 
Today, the rail setting for the Track Worker and corresponding 
Lookout features trains that are faster and quieter. While most run 
to timetables, un-timetabled and slow running traffic have the 
effect of confounding predictability, which means the Lookout 
has to stay alert for long periods [10]. The more sophisticated 
tools for track maintenance also create more noise and 
distraction. Thus, while the nature of work (e.g. physical labour, 
shift-work) and human cognitions (e.g. information processing, 
reaction time) are unchanged, the human factors profile in the 
modern environment is very different.

Importantly, the relationship between performance and 
safety in track maintenance work, and by extension, the role 
of the Lookout, has not changed. The railway environment 
is underpinned by an ongoing tension between the need to 
improve capacity (to run more trains, and run them faster) 
and the need to maintain the assets of the railway to support 
this capacity. There is an ongoing conflict between short-
term productivity and the long-term benefits of ensuring 
asset reliability. This decision making process has effectively 
sustained the tension, such that the role of the track worker 
and corresponding Lookout has become culturally bound 
by a necessary evil. The implicit message here is that track 
maintenance work must be performed and trains must run, 
and any higher levels of protection afforded by safe working 
methods are not practical nor are they feasible for day-to-day 
maintenance. Thus, as a concept and practical mechanism, 
Lookout Working cures these ills and allows the Track Worker 
to get in and get the job done, with very minimal planning and 
disruption.

The nature of the Lookout task
The Lookout has the responsibility of identifying and alerting 
track workers to the approach of trains travelling near or in an 
area of maintenance. Based on the nature of the maintenance 
work, this can be done very close to the worksite or at a 
reasonable distance from it. The work itself has been compared 
with jobs like military sentries [10], which can also involve open 
ended tasks with risk of physical harm to others as well as the 
person holding the vigil [11]. Landmark research in applied 
attention suggest that performance decrement during vigils (the 
deterioration in performance in detecting and responding during 
a monitoring task) can be observed as little as 15 minutes into the 
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safe working system, briefly review existing technologies 
used to protect track maintenance work parties in 
Australia and the United Kingdom, and generate a 
discussion toward building smarter systems that 
safeguard the workforce from unnecessary trauma, 
injury, and death.  

2 LOOKOUT WORKING 
2.1 Tracing the Origins 
In Australia, Lookout Working is a system of safeworking 
defined under the Australian Network Rules and 
Procedures (ANRP) and adopted to varying degrees by 
Rail Infrastructure Managers. It is also the lowest form of 
protection in use on the railway. The origins of what we 
know as the Lookout Working system of safeworking 
historically date back to the Platelayer, described in the 
accounts written by W & R Chambers as a class of 
workers who hold the “most humble position on a 
railway” and whose “employment may be described as 
precarious” [9, pp. 102-103]. The platelayer started work 
at “6am in summer and 7am in winter, unless he is 
called up earlier” [9, p. 104] and conducted various 
activities to maintain the lines, such as fastening nuts 
and keys, replenishing ballast, oiling and cleaning points 
and switches. However, Platelayers also stood “sentinel 
for hours” and were particularly vulnerable to fatal injury 
in low visibility conditions, as described by “familiar 
paragraphs in the newspapers headed ‘Another 
platelayer killed in the fog’” [9, p. 105]. Figure 1 depicts 
an artist’s illustration of a Platelayer, sporting a wooden 
leg, presumably the result of work-related injury [9].  

Platelayers were track maintenance workers and 
Lookouts wrapped into one. They worked in a very 
different rail environment to today, under a time interval 
system for train separation, and with steam trains, which 
were very loud and relatively slow, offering plenty of time 
to get off the track. Figure 2 depicts a contemporary 
Track Worker. There is little to separate the appearance 
or basic tools, and they still perform the same sort of 
work. However, the environment has changed vastly. 
Today, the rail setting for the Track Worker and 
corresponding Lookout features trains that are faster 
and quieter. While most run to timetables, un-timetabled 
and slow running traffic have the effect of confounding 
predictability, which means the Lookout has to stay alert 
for long periods [10]. The more sophisticated tools for 
track maintenance also create more noise and 
distraction. Thus, while the nature of work (e.g. physical 
labour, shift-work) and human cognitions (e.g. 
information processing, reaction time) are unchanged, 
the human factors profile in the modern environment is 
very different. 

Importantly, the relationship between performance and 
safety in track maintenance work, and by extension, the 
role of the Lookout, has not changed. The railway 
environment is underpinned by an ongoing tension 
between the need to improve capacity (to run more 
trains, and run them faster) and the need to maintain the 
assets of the railway to support this capacity. There is 
an ongoing conflict between short-term productivity and 
the long-term benefits of ensuring asset reliability. This 
decision making process has effectively sustained the 
tension, such that role the of the track worker and 
corresponding Lookout has become culturally bound by 
a necessary evil. The implicit message here is that track 
maintenance work must be performed and trains must 
run, and any higher levels of protection afforded by safe 

working methods are not practical nor are they feasible 
for day-to-day maintenance. Thus, as a concept and 
practical mechanism, Lookout Working cures these ills 
and allows the Track Worker to get in and get the job 
done, with very minimal planning and disruption. 

Figure 1 – Platelayer (c. 1890) [9, p. 107] 

Figure 2 – Contemporary Track Worker 

2.2 The Nature of the Lookout Task 

The Lookout has the responsibility of identifying and 
alerting track workers to the approach of trains travelling 
near or in an area of maintenance. Based on the nature 
of the maintenance work, this can be done very close to 
the worksite or at a reasonable distance from it. The 
work itself has been compared with jobs like military 
sentries [10], which can also involve open ended tasks 
with risk of physical harm to others as well as the person 
holding the vigil [11]. Landmark research in applied 
attention suggest that performance decrement during 
vigils (the deterioration in performance in detecting and 
responding during a monitoring task) can be observed 
as little as 15 minutes into the task, with the greatest 
occurring after the first 30 minutes [12]. Current 
literature suggests that vigilance requires considerable 
mental resources to sustain attention, and corresponds 
closely with task demand [13]. Pickup et al. [10] 
classified the railway Lookout based on the 
characteristics of the task as a way of informing 
substantive risk factors. As shown in Table 1 these 
highlight the peculiarities of the railway operational 
setting. 

Figure 2 – Artist’s illustration of a Platelayer, sporting a wooden leg, 
presumably the result of work-related injury [9].

Figure 3 – Contemporary Track Worker. There is little to separate the 
appearance or basic tools, and they still perform the same sort of work.
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task, with the greatest occurring after the first 30 minutes [12]. 
Current literature suggests that vigilance requires considerable 
mental resources to sustain attention, and corresponds closely 
with task demand [13]. Pickup et al. [10] classified the railway 
Lookout based on the characteristics of the task as a way of 
informing substantive risk factors. As shown in Table 1 these 
highlight the peculiarities of the railway operational setting.

Lookout protection in a distributed system
Lookout Working-based protection is a function in a much 
wider system that involves the Network Control Officer and the 
Protection Officer (or individuals performing similar functions 
whose titles vary dependent on the jurisdiction). Prior to the 
commencement of work, the Protection Officer communicates 
with the Network Control Officer regarding the nature of the 
work to be performed, the mode of protection employed, and 
the provision of work on track authorities where required. [14]. 
Under Lookout Working, work is carried out in the Danger Zone 
without a work on track authority.  The Protection Officer is 
responsible for the placement of Lookouts, the identification 
and documentation of safe places, pre-work and ongoing 
safety assessments and communication with the Network 
Control Officer as required and at regular intervals, including 
on completion of the work [15]. The rest of the system includes 
the Lookout(s), Track Maintenance Workers (comprising a 
Workgroup), Train Drivers, and a variety of technology and 
artefacts. On the railway itself, the Lookout occupies three 
ostensible roles. They are to:

1) Detect the arrival of the train
2) Effectively communicate the message of a train approaching 

to track workers, and 
3) Be a ‘human signpost’ for a train driver
For these reasons, the Lookout safety role is associated with risk 

on several layers with corresponding implications for individual 
and team-level performance. In relation to the first two roles 
of the Lookout, the Independent Transport Safety Regulator 
published a toolkit that drew on fault tree analysis to identify 
points of failure in various forms of worksite protection [16]. For 
Lookout Working, six points of failure and vulnerabilities were 
identified, and were as follows:

1) Lookout fails to provide adequate warning.
2) Lookout Working used when it cannot provide sufficient 

warning.
3) No suitable safeplace provided for all workers.
4) Workers fail to move to a safeplace although a safeplace is 

available.
5) Workers move out of a safeplace into path of approaching 

train, and 
6) Workers move back on the track with a second train 

approaching [16].

The first point of failure captures vulnerabilities in the first two 
roles of the Lookout, which are to: 1) detect the arrival of the 
train, and 2) effectively communicate the message of a train 
approaching to the workgroup. The example described in the 
toolkit is:

“Area is okay for lookout working but the lookout can fail to 
provide adequate warning when they are engaged with other 
work activities and distracted; situations where the lookout is 
looking at the wrong track; where a warning is not transmitted by 
a pair of lookouts, etc” [16, p.17].

The vulnerabilities described in points 2-6 lend evidence to the 
stark reality that the Lookout, at times, may not be in a position 
to ensure the protection of the workgroup on his or her own, 
but rather, must rely on well-informed practice, behaviour-based 
approaches to safety, and worksite risk assessment processes 
to take over once they have communicated their message. 
Thus, giving the warning is not sufficient, and there should be 
an emphasis on moving to a safe place in all instances. This 
creates an important empirical question about the level of trust 
that Track Workers or members of a work party place in their 
Lookout, or indeed in the Lookout Working process. In the 
cases of Hest Bank and Singleton, the Lookout failed to provide 
adequate warning to the worker(s). The Hest Bank near miss 
investigation determined that the Lookout did not operate the 
warning activation switches, and indicated that it was possible his 
vigilance had been in a degraded state through a combination 
of continually working for ~2 hours, the time-of-day effect (e.g. 
post-lunch dip), and/or distraction from outside sources [2, p. 27]. 
In the case of the Singleton incident, the Lookout was performing 
other duties and had his back to the approaching train [1]. Both 
these cases highlight an important fact – that Lookout Working is 
vulnerable to a single point of failure by one person. 

Lookout Working is also vulnerable to failure if it is incorrectly 
applied – that is if the working environment does not provide 
a Lookout with sufficient sighting and warning time, or where a 
suitable safe place (or position of safety in UK terminology) has 
not been provided. One such case is Radcliffe (UK), where two 
Track Workers came within seconds of being struck by a tram. 
On this occasion, Lookout Working was the adopted method 
of protection, although the Lookout’s sighting from his position 
was 250 m (11s or less); 350 m (14s) shy of the required minimum 
situational sighting distance of 600 m [17]. In the example of 
East Maitland, the workgroup was exposed to the danger of 
being hit by a train as the Lookout’s view of a train approaching 
on the Down coal road was obscured by a train passing on the 
Up coal road. The Lookout was actually positioned within the 
Danger Zone, and the Down cess was the nominated safe place, 
requiring workers to cross operational lines to reach it whenever 
rail traffic approached from either direction on the coal roads [6].  

More worrying still are the multiple incidents where the workers 
are provided with sufficient and appropriate warning, yet fail 
to move to the identified position of safety. In 2010, a group of 
maintainers attending to a failed set of points in Strathfield had 
a near strike when they did not clear the Danger Zone before 
the mandatory 10 seconds ‘safe time,’ as required when working 
under ‘No Authority Required’. In this case a minimum of 29 
seconds warning was provided and there were multiple warning 
mechanisms in place, as follows: 

• The warning light – electrically connected to the track circuits, 
which when extinguished warned of approaching rail traffic;

• Communications between the Protection Officer and the Area 
Controller, advising of the approaching train several minutes 
before its arrival;

• The nominated Lookout, watching for the train’s approach.  

vigilance taxonomy and 
classification

Justification for railway context

Simultaneous task type Identifying trains on specific tracks

Variable event rate Variability in frequency of traffic

Visual and auditory sensory 
modalities

Train identifying requires visual 
and auditory information

Single source complexity The train is the only target

Sensory task complexity Perceive and detect, independent 
of calculations and logical 
arguments

Table 1 – Categorisation of the railway Lookout task, adapted from 
Pickup, Lowe and Smith [10]
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According to the findings of the investigation report the team 
members stated during interview that when the warning light had 
extinguished, they “remained in the danger zone but instructed 
the Lookout to warn them when he could see the approaching 
train” [4, p.21]. The team did not clear the track until the Train 
Driver noticed them and blew his horn, applying the emergency 
brakes and stopping just 1m short of the workers. Despite 
occurring 3 years later, and less than 200km from the location of 
the Singleton incident, the investigation into Strathfield found 
“striking similarities between the circumstances surrounding the 
Singleton Incident and the Strathfield incident” [4, p.32]. Another 
example of workers remaining in the danger zone occurred in 
Ruscombe Junction in the UK 2007 where a welder was struck 
and fatally injured [18]. The Track Worker acknowledged the 
Lookout’s warning however continued to work. Similar incidents 
occurred in Leatherhead in 2007 [19], Cheshunt in 2010 [20], and 
Kennington in 2008 [21].

Assuming that the team has received sufficient warning and 
has moved to an appropriate safe place prior to the arrival of the 
train, there are still single points of failure in the system. A recent 
example occurred in early 2014, when a small team of workers 
were carrying out ultrasonic inspection of points in Newark, an 
area that was familiar to them. The workers and the Lookout 
moved to the nominated position of safety as a passenger 
train approached the worksite. The Lookout and Track Workers 
acknowledged the train horn by raising one arm above their 
heads, as required. Around 12 seconds later, as the train was 
crossing over from the up main to the up/down passenger loop, 
the Lookout moved from the safe place and onto the crossover, 
where he was struck by the train and fatally injured [22]. Less than 
six months later, a Track Worker was struck by a train travelling 
at about 80 mph (130 km/h) near Redhill (UK). He was the leader 
of the team of twelve workers.  The team had been warned of 
the approach of a southbound train by the Lookouts, and moved 
to a safe place. Before the workers were given permission to 
return to the track, another warning was given for a northbound 
train. At about this time, the team leader left the position of 
safety, and walked along the side of the line with his back to 
the approaching northbound train.  He was struck on his right 
shoulder by the train and seriously injured [23].

A human signpost for helpless drivers
Earlier, we said that a third indirect role of the Lookout might 
be that of a human signpost for the Train Driver. In the case 
of Hest Bank and Singleton, the Driver could do very little to 

exert control in the situation. One may argue that a Lookout’s 
presence alerts the Driver to a nearby workgroup, though this 
does little to reduce the risk profile. In the Hest Bank near strike, 
the Driver saw the Lookout (who acknowledged the train), but 
it was not until the train was almost on top of the workgroup 
that the Driver recognised the situation [2]. In the case of the 
Singleton incident, the role of the workgroup was compromised 
by the night working conditions [1]. In the Strathfield case, the 
driver observed the Track Workers standing in the middle of the 
track with their backs to the train, applied the emergency brake, 
sounded the horn and, anticipating that a strike was unavoidable, 
ducked underneath the dashboard and waited for the train 
to come to a stand [4]. In some jurisdictions, drivers may be 
informed of the presence of Track Workers in certain situations, 
but they will not necessarily be advised of a workgroup under 
Lookout Working. While a large part of the train-driving task 
is to monitor the rail environment, the Driver has little-to-no 
agency in track maintenance safe working, and by extension, 
control over their safety. Collisions with people can traumatise 
Train Drivers, significantly reducing their longevity in the role – it 
is a scenario the Driver wishes to avoid at all costs, but they are 
an impotent actor. Unless it is posted, they will not reduce their 
speed in anticipation of a workgroup, and rely instead on the 
efficacy of the system of safeworking implemented to protect 
Track Workers. The Lookout may be a human signpost, but in the 
distributed system, that does not mitigate safety. 

Distraction in work dynamics
In Lookout Working, distraction from the task in hand can have 
many sources. Based on taxonomies within the literature applied 
to safety critical activities [24], these can be external to the 
task. For example, use of a personal mobile phone would leave 
insufficient or no attention to activities critical for looking out, 
mainly through neglect. Attention may also be diverted to the 
wider environment, for example public roads or wildlife, however, 
distraction and inattention can also occur from sources that are 
task-related. A Lookout from within the maintenance group for 
example, may have the tendency to want to wear different ‘hats’ 
and help out with the work in spite of themselves, diverting 
their attention or leaving behind cursory attentive capacity for 
actually looking out. An important question to ask here is, can the 
Lookout trust the actual workgroup to respond to their warning 
and discharge responsibility for their safety? It is possible that the 
Lookout may be distracted simply by the concern they have for 
their workgroup.

Figure 4 – A ‘Human Signpost’.
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Attention can also be misprioritised where insufficient or no 
attention is given to activities critical for looking out brought 
on by the Lookout focusing attention on one aspect of their 
task to the exclusion of another, which is more critical for safety. 
In the Hest Bank near miss, it was suggested that the Lookout 
might have forgotten about the need to send a warning to the 
workgroup after “delaying his response because of the extended 
sighting distance available” [2, p.26]. The Lookout indicated that 
he delayed the warning message for up to 15 seconds after a 
train came into view, because this avoided transmitting a warning 
that was sooner than required for them to reach their position of 
safety. This period was judged by counting once the train came 
into view, which is a much less prominent cue and susceptible 
to disturbance. The point here is that the Lookout was giving 
attention to an activity to the exclusion of one more critical for 
safety, although it is uncertain what the goal of this was, other 
than to prevent additional time loss off maintenance work.

Technology dimensions
There are multiple classes of technology associated with the 
Lookout role, some of which aim to promote the transmission of 
the warning from the Lookout to the workgroup. These comprise:

• Automatic Track Warning Systems (ATWS);
• Train Operated Warning Systems (TOWS);
• Lookout Operated Warning Systems (LOWS);
• Flags, whistles, and air horns.

Automatic Track Warning Systems 
ATWS essentially replace the human with an independently 
working device to provide warnings to the workgroup [25]. These 
systems typically consist of a train detector, control unit, and 
alarm units. The detection unit may be radar-based, a magnetic 
detector or accelerometers. The control unit receives the train 
detection signal and then sends a command for alarm activation. 
The alarm unit can be a light and horn unit or separate horns and 
lights, which activate upon train detection and de-activate when 
the train leaves the worksite [26, p.15]. Some ATWSs, such as the 
Australian developed ‘Safezone’ automated track worker safety 
system, also include wireless personal warning devices [27].

The ALARP Project
The ‘ALARP’ project, which commenced in 2010 was an 
European research and development project that aimed to 
“develop an innovative more efficient Automatic Track Warning 
System to improve the safety of track-side workers” [28]. The 

concept includes a system of wirelessly connected trackside and 
wearable devices. The proposed track-side train presence alert 
device is independent of the signalling system and detects the 
approach of a train through a multi-spectral camera. Workers 
will then be notified of the approaching vehicle through their 
wireless personal devices. The system requirements outlined 
in this project are ambitious, and include access to multiple 
potential sources of data such as wireless networks, ERTMS and 
GPS, providing notification of nearby emergencies and escape 
routes, identifying worker’s direction of movement and correcting 
as required. 

Train Operated Warning Systems 
Simple TOWS are operated by track circuits and give warnings 
when a train enters the section.  In their basic form, these are 
fixed systems, hard-wired into the signalling system. A trackside 
siren sounds at regular intervals, and on train approach (as 
detected by the signalling system) a continuous warning is given 
[29].

Lookout Operated Warning Systems
Where the Lookout is human, radio-based warning equipment 
may be used to provide a visual or audible warning to the 
workgroup, and the Lookout may be positioned some distance 
away in order to compensate for environmental constraints (e.g. 
limited field of view due to track curvature). 

Radio-based systems may also involve functions to ‘fail-safe’, 
and trigger a warning in the event the Lookout is disabled, 
and ‘vigilance’ tasks that aim to ensure Lookout alertness, for 
example by intermittently responding to a vigilance switch (e.g. 
~every 20 - 30s); however, there is very little to assist the Lookout 
in detecting the train beyond the fidelity of their own eyes. 
Additionally, technology may not address cultural issues at the 
worksite, for example workers who ignore or disregard messages, 
or continue to work on the track, or move to a non-safe place (for 
example an adjacent line). The introduction of new technologies 
brings with it a new set of risks. 

In the Hest Bank near miss, the accident investigation did not 
reveal an obvious source of distraction for the workgroup. The 
track workers were using rudimentary tools for measured shovel 
packing (i.e. jacking a rail and placing ballast under the sleeper). 
Thus, the potential for distraction from use of noisy maintenance 
equipment was low. The accident investigation indicated that it 
was possible the Lookout operated the vigilance switch instead 
of the warning activation switches on the unit. This may have 

Figure 5 – Points maintenance then ... Figure 6 – ... and now.
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happened as a result of a substitution error, partly from a low 
distinctiveness between the respective switch designs and the 
auditory tones. The report also stated that the vigilance switch 
may have been operated incorrectly because the Lookout had 
automatically repeated an action carried out >380 times (i.e. 
every 18s) over the 2h since he had started work [2, p.25]. The 
Hest Bank near miss exemplifies the relative importance of good 
design principles and understanding of habituation in critical 
safety tasks when designing technology for human work. It also 
shows that in spite of the ‘fail-safe’ or integrity levels inspiring the 
design of technology, it is difficult to test every possible scenario.

Traditional Lookout operated systems
Most commonly used in Australia are more traditional lookout 
operated systems, where one or a combination of flags, whistles 
and air horns are used to convey the message. These systems 
have the advantage of being low cost, portable, and simple to 
use.  

Non-technical dimensions
Training and competency
In Australia, a Lookout is typically qualified for the role after 
1-2 days at a training course, and very minimal ‘on-the-job’ 
experience is actually required. One training provider’s website 
[30] lists the training requirements to become a Victorian 
Level 2.1 lookout as 5-8 hours of classroom based learning. 
This means that the individual’s exposure to different situations 
is extremely limited, and other than classroom activity and 
rudimentary practical activities, is based on hypothetical 
simulations of the task. The level of training development 
prior to working in the role, coupled with the skill required to 
actually hold a vigil for long periods creates questions around 
qualification vs. competency. In the example of the East Maitland 
near miss, the Lookout had been deemed competent but did not 
demonstrate the range of skills and knowledge required, with the 
investigation recommending a review of the ‘on-the-job’ training 
process to determine its sufficiency and verifiability [6].

Strong correlations have been noted between poor vigilance 
performance and proneness to boredom and daytime sleepiness 
[31]. Australia does not currently use screening programs to 
identify candidates with these traits, or those who are good 

at remaining alert and engaged. Observing the railway for 
trains involves discriminating a target from a background 
environment where factors such as adverse weather, visual 
clutter, and noise reduce clarity and have masking effects [10]. 
Additionally, localising and judging distances are challenging, 
and research shows that in the context of the railway, people are 
consistently poor at accurately judging train speed, with large 
underestimations from as close as 350 m to 2.5 km away [32]. 

Track maintenance work is conducted in an incredibly complex, 
dynamic, and opaque environment. Unless every possible 
scenario in Lookout Working can be tested, the system will 
eventually fail. This complexity is shown in Figure 7.

Procedures and language
Communications problems or breakdowns in procedures 
between the various distributed functions involved in Lookout 
Working create safety risk. In 2010, some years after the 
Singleton incident, the term Lookout Working was used to 
replace the moniker No Authority Required in order to “more 
positively identify the nature of the activity”, together with 
mandates associated with shift length, time of day restrictions, 
and assessment of conditions that allow for clear visibility [33]. 
Key changes to safe working rules as a result of the Singleton 
incident were the abolishing of night working and maximum 
Lookout shift-length of 60 minutes. The term ‘No Authority 
Required’ reflects a cultural dimension of an industry that is 
drawn to technical rhetoric and abbreviation. In spite of the 
general aim for clarity, this can create more ambiguity, given that 
many will have a preformed notion of what certain expressions 
mean when there is no context to go by.

Planning and Productivity
Track maintenance is underpinned by ongoing tensions between 
twin conflicting goals: improving capacity and maintaining 
rail assets to support this capacity. As a practical mechanism, 
Lookout Working allows the Track Worker to perform their 
work, with very minimal planning and disruption. However, 
based on the hierarchy of controls approach, the safest way for 
Track Workers to work on the railway would be to eliminate the 
hazard – the train. This is impractical for day-to-day maintenance, 
particularly in high-density metro areas, but also because those 
who make the decisions are victim to the same psychological 
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tendency whenever a short-term pleasure or pain is weighed 
up against the long-term. While they are not uncaring or 
unsympathetic, the short-term is always weighed too heavily 
in the calculus of our decision-making. Generally speaking, the 
immediate gain (get track workers in, fix the track, get out) will 
beat the longer-term issues (incur loss time injury, delayed train 
running through incidence) because even though the latter are 
more severe, they lie in a more distant, hypothetical future. 

One may argue that the workgroup itself is also affected by the 
same psychological tendency, albeit for a different reason. Their 
concern is less about keeping trains moving and more about 
achieving the task that they have been set. Being required to 
wait for periods that may extend to hours in an uncomfortable 
environment to get access to the track invariably increases the 
attractiveness of the short-term solution. Consequently, we 
have a situation where the ongoing conflict between short-term 
productivity and the longer-term benefits will continue unless 
something is done to radically change the approach. 

A systems approach is needed
In 1877, a new Rule Book was drafted for the New South Wales 
railways [34]. The smarter technologies introduced included 
Staff and Ticket, Block Telegraph and mechanical interlockings. 
Signalling systems continue to evolve in response to safety 
concerns, capacity constraints and the availability of emerging 
technologies. Design processes now include the consideration 
of human factors related to subsets of those performing Rail 
Safety Work, including train drivers and operators. In contrast, 
Australian safeworking systems for track worker protection remain 
immersed in rule-books. Historical and recent incidents [e.g. 3, 
5] demonstrate that these rules are not uniformly understood by 
those tasked with applying them.  

Some existing technologies, for example, the system used in 
Hest Bank, rely on the Lookout operating the system to provide 
the warning at the appropriate time.  Others such as ATWSs and 
TOWs detect the train and automatically sound warning signal.  
These systems do not control the behaviour of the track worker. 
Nor do they control the behaviour of the train in response to 
non-compliance or safety breaches of the track workers. Only 

through ‘interlocking’ the train control system with the worker can 
we fully address the additional points of failure seen in incidents 
such as Newark and Strathfield. To be successfully utilised in the 
mainstream Australian rail environment, any such system would 
need to be low cost, highly reliable, and fail safe, with a simple 
user interface.  

Conclusion
The juxtaposed imperatives of track worker safety and 
productivity remain. The Lookout task continues, a necessary evil 
in an industry with a major inherent hazard – the train. Australia 
is a country with vast networks and low population densities. 
We face a different set of challenges to those seen in European 
railways, where the use of ATWS is an established norm.  

Existing technologies developed with the goal of enhancing 
warning methods only address a subset of the factors 
contributing to track worker incidents under Lookout Working. 
We contend that Lookout Working is a flawed model and one 
that will continue to hinder our journey towards safer railways. 
Applying technological solutions to communication between 
lookouts and work groups cannot fully resolve the fundamental 
flaws in this method of protection. Nor can applying technical 
solutions to one-way communication between the rail vehicle and 
the workgroup.   

Without a paradigm shift towards a system where the workers 
are provided with consistent, reliable and timely notification of 
the approach of rail traffic; where the train is responsive to any 
workgroup breaches, Lookout Working remains fraught with 
vulnerabilities. The safe implementation of lookout working can 
only be fully achieved through individual and group competence 
coupled with the vigilance of all workers in the system, not just 
those formally assigned the role of the Lookout.  

References
[1] – [34] For reference details, please refer to the original paper, 
available for free download from the IRSE Australasia website 
http://bit.ly/2cb72kn. You will need to create a login to access 
the paper, simply click on ‘Create an account’ on the left of the 
page.

Exam time 2016
1 October saw this year’s IRSE exam take place in 
centres around the World. For the first time a new set 
of rules was in place this year, requiring prospective 
candidates to be endorsed by existing members.

The photos opposite show the scene at MTR 
headquarters in Hong Kong. The papers arrived in 
a sealed parcel (bottom left), and the modules were 
taken at various times during the day allowing brave 
candidates to take more than one module if they 
chose.

The exam markers will soon receive the candidates’ 
answer papers and they will diligently mark them, with 
a robust arrangement of checks in place to ensure that 
each is marked accurately and fairly.

We wish all of this year’s candidates all the best, and 
look forward to seeing strong results in the months to 
come. For more information about the exam and the 
benefits of taking it, visit the IRSE exam page under 
the membership tab on the IRSE website.

Photos YF Sung.
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SECURITY AND THE DIGITAL RAILWAY

Securing the Digital Railway
Christos Voudouris
Network Rail, UK

Introduction
The Digital Railway represents “a Digital Railway for a modern 
Britain”, a unique opportunity to create a future railway that 
is passenger and freight focused through digitally connected 
railway systems. In this article we set out our understanding of 
security threats to the digital railway, our vision, goals and the 
principles we will adopt, along with a high level overview of our 
approach. This paper builds on the IRSE paper published in 
January 2015, “Cyber Security: A Rail Infrastructure Managers 
View” which developed the case for cyber security of the rail 
infrastructure and proposed an outline approach. Much of 
the method described in this earlier paper has informed the 
approach set out herein.

The digital railway will deliver significant value to passengers, 
the public, the rail industry, the UK economy and society in 
general. Having established this value, we must protect it from 
harm and prevent criminal acts from destabilising or threatening 
the sustainability and long term value the digital railway creates. 
The Digital Railway significantly changes the threat landscape; 
whilst the increased risk of cyber or digital crimes such as data 
theft, computer misuse or denial of service are the most obvious 
changes to the threat, widespread implementation of digital 
technology and an integrated system of systems creates greater 
opportunity for traditional or non-digital crimes, such as fraud, 
vandalism and terrorism.  Increased connectivity and functionality 
therefore opens up our traditional segmented infrastructure to 
a greater likelihood of electronic attack, which may result in a 
substantial impact on railway operations.

Defining Digital Railway security
Security is defined as “the state of being free from danger or 
threat” (Oxford Dictionaries: 2016). In respect of the Digital 
Railway, the subject that must achieve this state is our digital 
infrastructure; the technical systems, communications networks, 
physical hardware, sites, buildings, support arrangements 
and users of digital rail systems. Compromise of our digital 
infrastructure may lead to a purely technical loss, such as a 
system being made inoperable, but in many cases will create 
a broader impact on the railway and rail industry impacting rail 
performance, asset condition, financial efficiency and safety. 
Securing the digital railway from harm protects our service, our 
customers and our railway industry.

To help and support effective protection from dangers and 
threats, a range of laws, codes and acts set out the minimum 
standards that we must achieve in securing the railway. Whilst 
our aim is to secure the digital railway, this must also be done in 
a way that demonstrates compliance to laws such as the Health 
and Safety at Work act, the Railways act and associated security 
programme, the Data Protection act and the Civil Contingencies 
act, along with industry specific guidance, strategies and 
technical standards. 

It’s clear that securing our digital railway is not optional. Media 
reporting of attacks against rail systems and other critical national 
infrastructures demonstrate a willingness by the protagonists to 
target the types of systems we will develop and whilst there is 
little evidence of successful compromise of rail systems to date, 
this is clearly an area that concerns the public, governments and 

our industry. Effective protections must be in place to provide the 
freedom to use modern, advanced and interconnected systems 
to deliver greater reliability, more trains and better connections. 

Finally, in defining security for the Digital Railway, it’s important 
to recognise the range of controls that are need for a complete, 
cohesive and holistic approach. The UK Centre for the Protection 
of the National Infrastructure (CPNI) a governmental body with 
a mission to advise Critical National Infrastructure organisations 
on security matters, identify three types of security measure that 
must be in place: Physical Security, Cyber Security and Personnel 
Security. Figure 1 overleaf shows how each of these control areas 
come together to provide a security control environment that 
provides the necessary layers of protection to safeguard the 
Digital Railway from dangers and threats.

Understanding the security threats
The railway is a challenging domain from a security perspective. 
This is due to a variety of reasons:

• Several organisations involved in operating the railway makes 
end-to-end security harder;

• Operational technology has been less of a target to date from 
cyber or physical attacks but incidents are increasing;

• Safety critical solutions change at a slower pace making them 
attractive from cyber perspective;

• Large legacy estate mix makes it difficult to inventory all 
systems and data flows;

• Vulnerabilities in one device are most likely to appear in 
devices of same type (e.g. default passwords);

• Physical exposure of digital assets and geographical spread 
creates a large physical footprint.

As we deliver increased digitisation of rail infrastructure and 
operations, we place greater reliance on our computerised 
and networked electronic systems, the physical hardware and 
premises in which they reside, and the people who operate and 
maintain our digital infrastructure. The effect of a digital railway 
on our security risk is:

An increased likelihood of attack, as we:

• Extend the scale of our technical infrastructure;
• Use technical systems for purposes that provide further 

motivation to attackers; and
• Use standardised technology systems and protocols, which 

attackers are more readily able to exploit.
An increased impact of a security breach, as we:
• Centralise our rail control systems into fewer physical 

locations;
• Increase the area of control managed by individual systems;
• Increase levels of system automation, reducing human input 

to train control; and
• Integrate critical and non-critical locations and digital services.

The potential impacts of a security breach of our digital railway 
include a reduced train service, theft of passenger data, 
significant train delays and cancellations, financial loss or fraud 
and train derailment or collision. The type and scale of any 
impact is largely dependent upon the motivation of the attacker, 

Peter Gibbons
Network Rail, UK
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the type of attack carried out and the system that is ultimately 
compromised. Our high level security risk model, shown in 
Figure 2 helps us to understand the threat of attack and to 
develop an effective controls framework.

Security risks to the Digital Railway are complex, there are a 
significant number of threat actors with their own motives and 
means of attack and there are a wide range of impacts that 
may be experienced, each specific to the type and target of 
the attack. To understand how this impacts the Digital Railway, 
we will use the established Network Rail ‘bow tie’ method to 

A hostile actor, With means and 
motivation,

May successfully 
attack our…

Digital Railway
Resulting in physical, 

technical  or data 
degradation

Leading to negative 
railway impacts

There is a risk that…

So we must…

DETER 
Remove or reduce the 

likelihood that an 
attacker would target 

the railway

PREVENT
Put barriers in place to 
restrict the ability of an 
attacker to target the 

railway

PROTECT
Implement, operate and 

maintain our railway 
infrastructure to limit 
susceptibility to attack

DETECT
Recognise when our 

infrastructure has been 
compromised

RESPOND
Effectively react to 

attacks and incidents to 
limit harm to the rail 

service

RECOVER
Return to normal levels 
of service as quickly as 
possible, removing the 

ongoing threat

describe our security risks, help to plan mitigations and manage 
our exposure, to achieve an acceptable level of control.

Defining the security vision and goals
Our vision, shown in Figure 3, is to provide clear, consistent and 
effective security across all facets of the digital railway; to achieve 
our vision we will adopt a common security methodology that 
will underpin all development, operation, support and ongoing 
maintenance activities on the digital railway.

We recognise the importance of managing security risks to 
protect our digital railway from misuse and attacks; we also 
recognise that the true value of security is to provide the 

Figure 2 – The Digital Railway security threat.
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Figure 1 – The Digital Railway security scope.
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More Trains
Greater Capacity

Better Connections

Security Vision
The UK Railway continues to embrace modern, 

business‐enabling technologies in the interconnected 
world, while adopting suitable processes and 
controls to protect itself, staff, customers and 

suppliers, as far as practicable, from hostile threats.

Security Mission
• Protect people
• Protect the Rail Service
• Protect the Rail 

Infrastructure

GOAL 1:
Our people recognise 
security risk and act with 
due care

Protecting our systems, 
preventing hostile attacks 
and detecting security 
incidents relies on our 
people being aware of the 
nature of security risks, 
knowing how to develop 
secure systems and how to 
recognise and report 
suspicious systems 
behaviour.
Increased security 
awareness leads to 
improved security 
behaviours and results in a 
reduced exposure to 
hostile threats.

GOAL 2:
We recognise malicious 
activity and can act swiftly 
to limit the damage

The direct cost (financial or 
otherwise) of a security 
attack results from the 
malicious activity carried 
out and is specific to the 
type of attack and system 
compromised.
Being able to recognise 
malicious activity and act 
swiftly to limit damage 
reduces the loss to 
Network Rail of a cyber 
security incident.

GOAL 3:
We understand the extent 
of our exposure to attack

Whilst little can be done to 
reduce the number of 
attacks against the railway, 
or control the nature and 
targets of attacks, the 
extent to which our railway 
is exposed and vulnerable 
to attack is entirely in our 
control.
Understanding our 
exposure to attack requires 
knowledge of the extent 
and vulnerability of our 
systems, physical 
environment and rail 
infrastructure.

GOAL 4:
Our security defences 
operate consistently 
across all sites, systems 
and organisations

Reducing risk from hostile 
threats requires a 
consistent approach across 
all physical sites, 
technology domains and 
railway organisations.
Hostile threats have no 
respect for organisational 
boundaries and no regard 
for limiting collateral 
damage or complying with 
laws. Our digital railway is 
only as strong as the 
weakest link.

GOAL 5:
Our systems are 
developed and maintained 
to keep step with evolving 
threats

Securing a system, 
building, vehicle or 
infrastructure asset is most 
effective when controls  
are built in at the outset of 
product design and 
development, then 
effectively maintained and 
improved through the life 
of the system, as new 
exposures and threats are 
discovered.
Keeping step with the 
evolving threat requires 
clear threat intelligence 
along with strong 
operational security 
processes and an effective 
system development 
lifecycle.

confidence to act for the benefit of all rail users and stakeholders, 
to enable the digital railway benefits of more trains, greater 
capacity and better connections. In this context we will aim for 
proportionate control of well understood risks, seeking to achieve 
a balance between the security, performance, flexibility, cost and 
value of the railway.

In delivering our vision we recognise that security risks are 
part of a broader range of threats to our railway and the people 
who use it. Security controls will form part of an integrated risk 
management system, which protect from physical threats to the 
infrastructure, environmental risks, such as fire and flooding, and 
risks that may jeopardise the safety of our workforce, passengers 
and the general public. Where security risks have the potential 
to create safety hazards, they will be identified and managed 
through our safety risk management system.

To achieve the Digital Railway strategic vision, we have 
set ourselves specific goals that together drive the security 
development activities that we will deliver and also provide the 
means to regularly assess and measure whether we are achieving 
our vision. These goals are shown in Figure 4.

 

 

 

Our vision is that: 

The UK Railway continues to embrace modern, business‐
enabling technologies in the interconnected world, while 
adopting suitable processes and controls to protect itself, 
staff, customers and suppliers, as far as practicable, from 

hostile threats. 

Our security mission is to: 

protect people; 

protect the rail service; and 

protect our railway infrastructure. 

Figure 3 – The Digital Railway security vision.

Figure 4 – The Digital Railway security goals.
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SECURITY AND THE DIGITAL RAILWAY
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Figure 5 – The Digital Railway security assurance framework. GRIP refers to the Guidance for Railway Investment Projects process, used by Network 
Rail to split each project into well defined lifecycle elements.

RE-USE AND ADOPT
We will seek out existing security 

capabilities, re-using and re-
purposing them where necessary to 

achieve our security goals.

SECURITY ABOVE 
COMPLIANCE

We will always focus on managing 
risk effectively to achieve 
compliance, not achieving 

compliance to effectively manage 
risk.

ASSUMED FAILURE
We recognise that we will not 

always be successful in preventing 
security incidents and will maintain 

incident detection and response 
measures that are regularly tested 
and assured to recover rail services 

speedily in the event of loss.

PEOPLE CENTRED
We recognise the fundamental 

need for our people to understand 
their roles and responsibilities for 

delivering a secure railway and will 
focus on maintaining the skills, 

experience and culture necessary 
for them to be successful.

SAFETY FIRST
We will always recognise the 

relationship between safety and 
security and prioritise controls that 
protect our people, passengers and 

public from harm.

TOTAL SECURITY
We will always recognise that each 

security discipline is part of our 
overall response to delivering a 

railway that is resilient to hostile 
threats. Only by delivering a holistic 

approach will we effectively 
mitigate security risks.

INTELLIGENCE LED
We will use facts, evidence and 
security intelligence to deliver 

proportionate controls, recognising 
that as the risks change so must our 

controls.

A LEARNING 
ORGANISATION

We will engage broadly with 
experts, academia and other 

industry sectors in the pursuit of 
learning, to bring security 

knowledge and good practice into 
the rail sector.

COLLABORATIVE
We will work collaboratively with 

our stakeholders, partners, 
suppliers and customers to deliver 
security measures that satisfy all 

areas of our industry, focussing on 
achieving Railway outcomes.

Figure 6 – The Digital Railway security principles.

Implementing a security methodology
The digital railway security goals set out a clear course of 
action, defining the targets we must reach to achieve our vision. 
We recognise that reaching these targets across all areas of 
the digital railway will be challenging and require a sustained 
commitment to embedding security into everything that we do, 
through design, delivery, operation and maintenance.

Consistency of approach will be achieved through the use 
of a common methodology, which is set out in the Digital 
Railway Security Assurance Framework, Figure 5. This provides 
a structured methodology allowing all development activities 
to factor security in at the outset of delivery, sets out a formal 

approach to security risk and threat assessment to help 
determine detailed security requirements and uses industry and 
global standards of best practice for defining, implementing and 
operating mitigating controls.

The Digital Railway Security Assurance Framework also provides 
the means to regularly assess and improve security operations to 
continuously achieve our security goals throughout the life of our 
railway assets. In following our Security Assurance Framework to 
develop, implement and operate security controls, we have set 
out the common guiding principles (Figure 6) that will help us to 
make consistent decisions and focus on the right priorities. The 
principles provide alignment to our core values and maintain a 
clear focus on what matters most. 
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The digital railway focus is on managing the risk of an attack 
against the railway; our belief is that by providing effective 
risk mitigation we will fully address our legal and regulatory 
obligations. We also recognise that to protect passengers we 
need also to protect their privacy and their personal information, 
and as Critical national Infrastructure we will take account of 
specific legislation and regulation when developing our detailed 
security controls and capabilities.

Working with industry and government
Attackers are likely to try to exploit the greater interconnectivity 
that the digital railway enables to traverse systems and achieve 
lateral movement towards their objectives; one rail domain 
maybe compromised in order to access another. To counter 
this, domains must work together and apply consistent security 
controls, conduct effective monitoring, share intelligence and 
work together to deal with security incidents; our defences 
must be greater that the sum of their parts. Digital Railway 
will be responsible for coordinating security activities across 
all domains through the implementation of the digital railway 
common security methodology, and industry wide stakeholder 
management.

Industry collaboration will be governed through the Digital 
Railway Cyber Security Steering Group, where industry 
stakeholders will influence the digital railway security 
requirements and design to ensure a holistic approach to 
securing the railway. Through this steering group advice will 
be sought from both domain specialists, for example for key 
management encryption and telecoms, and government 

advisors including DfT, CPNI and RSSB, to ensure ‘best of breed’ 
technology is adopted, and our compliance with government 
security, safety and legislative requirements. 

In addition to security activities of the Digital Railway and 
its stakeholders, we must all recognise the importance of 
engagement with the supply chain to drive the need for secure 
by design products and systems rather than the traditional 
reliance on obscurity and segregation, the need for suppliers 
to address their own inherent product security risks is driven by 
the digital railway demand for a more interconnected enterprise 
architecture to free up data that will improve operational 
performance, customer information and passenger experience, 
and through the Cyber Security steering Group we will work with 
industry and vendors to achieve a holistic secure railway.

Conclusion
Successfully securing the value that the digital railway creates is 
fundamental to sustainably deliver the benefits to passengers, 
rail freight users and the wider public. Creating an environment 
where we can be brave with our use of technology, based on a 
clear expectation that our systems will be able to rapidly deal 
with a compromise with the minimum of disruption, our critical 
physical sites will remain secured and our people are trusted is 
considered a condition of entry for delivering the digital railway. 
Whilst the challenge is significant and the threats dynamic, we 
have a strong understanding of what is required to secure the 
railway, a consistent approach that is aligned to best practice and 
a set of goals that provide a clear path to achieving our vision 
and goals.

TENCONI steel construction department has a reputation of excellence also for the 
manufacture of special steel hollow sleepers, low friction slide chairs, insulated base 
plates and many other railway products.

TENCONI SA
Mechanical workshop
CH-6780 Airolo

For more information contact:
Sales manager: Fabrizio Lucchini
Tel.: +41 91 873 30 00
Mobile: +41 79 435 59 84
E-Mail: lucchinifabrizio@tenconi.ch

Manufacture of Insulated Rail Joints
in Hardomid for Railways and of 
special hollow sleepers
TENCONI plastic division is the only manufacturer of the high quality insulated
rail joints also called "BENKLER" joints. The pieces are produced also in small
batches, according to customers' specifications and needs.

TEN 01/10 Annuncio 190x130 mm.qxd:01/10 Tenconi Annuncio 190x130 mm  8.6.2010  15:20  Pagina 1



IRSE NEWS |  ISSUE 227  |  NOvEmBER 201614

LEARNING FROM ACCIDENTS

Learning from a recent accident: Bad Aibling
Peter van der Mark

Peter van der Mark, a former train driver and driver manager 
who retired in 2013 following a career that included a number 
of years working on the Great Western Railway after the 
privatisation of the British Rail network in 1994. Here he 
discusses the potential mis-use of proceed on sight aspects in 
the context of the Bad Aibling accident in Germany this year.

The misuse of signal aspects provided for the purpose of keeping 
traffic moving when a signalling system failure has occurred 
can lead to very serious consequences, as was illustrated early 
in 2016 by a fatal accident in Germany. The accident was 
determined to be the direct result of misuse of such an aspect  
by the signaller  and the lessons learned merit consideration 
when developing similar systems and when writing or reviewing 
the rules surrounding their use.  

The accident
On 9 February 2016 at around 06:47, a 174 tonne ET325 six-car 
and a 111 tonne ET355 three-car Stadler Flirt3 electric multiple 
unit (EMU) collided head-on with an impact speed of around 
150 km/h (90 mph) near Bad Aibling in Germany. These were 
very modern EMU sets, built to crash norm DIN/EN 15227 and 
operated by the French-owned Bayrische Oberland Bahn (BOB, 
trading as Meridian).  Investigations found the signaller had been 
at fault, his attention being diverted by playing an internet game 
on his mobile telephone at least until shortly before impact. Soon 
the expression “schlamperei” (sloppiness) appeared in several 
German media commentaries, indicating irritation with bad job-
related discipline on the railways that went undetected until the 
accident occurred. 

The accident involved use of the Zs-1 Ersatzsignal (Pass on Sight 
Aspect), thought to have been used to assist the 4 minute late-
running Southbound service with timekeeping.  The result was 
that this train was sent into a single-line section that was already 
occupied by another train heading in the opposite direction. 
Investigation of the Bad Aibling Zs-1 recorder revealed that this 
facility had been used two months as well as six days before this 
accident.  

There have been three well-documented previous fatal 
accidents in which errors with use of the Zs-1 signal aspect played 
a role: Berlin Wannsee on 9 May 1993 (signaller at fault); Brühl 
near Cologne on 6 February 2000 (non-compliant use of the Zs-1 
aspect, overspeed derailment, driver blamed); and Schrozberg in 
Bavaria on 11 June 2003 (signaller at fault). 

Other European network use Pass on Sight Aspects (provided 
primarily to keep trains moving in the event of signal failures) – in 
France (‘oeilleton’ signal), Austria and former Austrian/Hungarian 
railway operations, Switzerland and Britain.  But none of them 
has such a repeated series of fatal accidents. In Britain the last 
incidents of a similar nature were associated with the erroneous 
use of the interlock release key (e.g. Battersea Park in 1937 
and South Croydon in 1947), and predate the current signalling 
systems.

This article in no way tries to pre-empt the final outcome of 
the official inquiry in to the most recent accident in Germany, 
nor make recommendations regarding that accident.  Rather, it 
attempts to expose the wider issues associated with the provision 
and misuse of such special signalling arrangements, and the 
potential for consequential errors.

The railway line
The accident occurred near the Bad Aibling Kurpark platform 
halt, on a curve with a 100 km/h (60 mph) speed restriction 
(from 120 km/h – 75 mph permitted maximum speed) where 
dense lineside vegetation hinders the forward view, along the 
Mangfalltalstrecke.  This is a 37 km (23.10 mile) long single-track 
electrified railway beside the river Mangfall between Holzkirchen 
and Rosenheim in Bavaria. The line has five double-track crossing 
stations that are located approximately 5 km (3 miles) apart.  
From Heufeld via Bad Aibling to Kolbermoor it is controlled by 
the signaller at Bad Aibling station from a 1970s SpDrS60 push-
button electric relay NX panel. The line is no quiet backwater; in 
addition to the normal train service, during times of disruption 
on the electrified double-track (Innsbrück – Kufstein, Austria) - 
Rosenheim – Munich main line this is the primary diversionary 
route. Furthermore, booked as well as diverted freight services 
regularly use this line.

The trains involved
As timetabled, the two train services involved in the accident 
were due to cross at Kolbermoor station. The westbound service 
M79506 from Rosenheim to Holzkirchen entered the Kolbermoor 
station loop on time and was booked to wait five minutes for the 
opposite direction service to arrive.  It left on time on a normal 
proceed aspect, but without the other service having arrived. 
The eastbound service M79505, from Munich via Holzkirchen to 
Rosenheim and due to come into Kolbermoor station loop from 
Bad Aibling, was running four minutes late. 
The signaller stated that he noticed that the signalling from 

Bad Aibling to Kolbermoor did not accept his input to set the 
single line route for M79505. He presumed it was what he called 
a “Phantomstörung” (a spurious fault), and he then used the 
ZS-1 facility to override the PZB90 train protection to allow the 
train to proceed, to adhere to the booked crossing point timing 
at Kolbermoor.  It appears he expected the on-time westbound 
service M79506 to wait for the booked crossing of the trains at 
Kolbermoor, despite having cleared the signal for this service 
to proceed to Bad Aibling.  It was the setting of this route, of 
course, which prevented him setting the route and displaying a 
normal proceed aspect at Bad Aibling for M79505. 
The Zs-1 ‘Ersatzsignal’, as defined in the German railway 

signalling handbook, is a small triangle of steady white lights 
under the main signal, meant to allow a train to pass a failed 
main signal without the need for oral communication between 
the signaller and driver.  The driver of M79506, having already 
passed the signal onto the single line at Kolbermoor, was 
unaware of any issue or problem with the route ahead. The 
driver of the delayed train M99505 at Bad Aibling adhered to the 
regulations as well, obeying the Zs-1 proceed aspect by passing 
the PZB ATP magnet at the signal at 40 km/h (25 mph) until clear 
of the single-line turnout.  From there he accelerated, still in 
accordance with the rules, to 100 km/h (60 mph). 
The signaller, realising his mistake, then made a second error 

by sending out an emergency stop message on the GSM-R train 
radio, but in his stressed confusion used a wrong call destination 
field on his GSM-R computer screen and sent the emergency 
message to station staff along the line. Shortly thereafter this 
second mistake was noticed and a second (successful) attempt 
was made to send the emergency stop message, but by now 
it was too late. There initially were 11 fatalities, with 85 people 
injured of whom 24 severely, but two months later one of those 
seriously injured died in hospital. 
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The signal aspect

The rules require that after checking that the line ahead is 
clear the Zs-1 Ersatzsignal aspect may only be used when the 
associated main signal cannot show a proceed aspect for one or 
more of the following reasons: 

1) A defective signal semaphore or light bulb.
2) Defective points detection, but only after the turnout has 

been secured in the proper position.
3) A defect in the signalling block system, e.g. a cable fault, and 

it has been established that the line is clear.
4) A proven clear track circuit that persistently keeps showing 

occupied.
5) It is not possible to set up a normal signal-protected route for 

a necessary special train movement that is to be protected 
according to the relevant rules.

The use of Zs-1 is logged on an automatic counter and the 
signalling book has to be completed with the logged number 
and an explanation as to why the Zs-1 signal was used. When the 
signal is illuminated it will display its aspect for 90 seconds and 
then automatically extinguish. On receipt of the Zs-1 the driver 
must reset his PZB’90 train protection by pushing and holding a 
button until a ‘4’ illuminates, in order to avoid being stopped by 
the PZB’90 magnet when he drives past the signal. 

The train must travel at 40 km/h (25 mph), prepared to stop 
before any obstruction, until the next relevant signal is reached, 
from where the driver adheres to the appropriate aspects shown. 
However, in case of a starting signal (Ausfahrsignal) exhibiting 
a Zs-1 aspect, the driver must adhere to the 40 km/h rule until 
the train has passed the last turnout of the yard or station (Ende 
Weichenbereich) and is then permitted to accelerate to 100 km/h 
in the section of line. In the case of the February 2000 accident 
at Brühl the driver, lacking route knowledge, erroneously thought 
that he had passed the last turnouts and (against the rules) then 
accelerated to 120 km/h (75 mph) after passing a Temporary 
Speed Restriction board with a 12 that was in fact not meant for 
him. In the case of Bad Aibling the driver passed the last turnout 
on entering the single line section and then accelerated to 100 
km/h (60 mph) as permitted by the rules.

During the week following the accident various media reports 
suggested that Zs-1 signals were being used for rather different 
purposes than those permitted by the rules, as was in fact clear 
from other accidents as well. Whilst rail officials denied it, a 
signalman’s union official stated in the media that the aspect was 
occasionally used after “serious deliberation” as a kind of “get 
out of jail” card. Indeed, that is what it is there for, according to 
this statement!

Issues with use of this signal and with emergency 
communication
From the accidents mentioned an emerging picture of misuse, 
communication problems and the reaction of drivers after 
receiving the aspect, point at the following safety issues.

1) The apparent ease of deciding to use the aspect. The 
decision to use the aspect was taken by a signaller on his 
own, without further recourse to either another person or 
equipment to check the justification and validity of the 
decision in terms of train safety. 

2) The apparent ease with which it is possible to overlook 
occupation of the line ahead. Like many other electro-
magnetic relay signalling installations, the Siemens SpDrS60 
panel shows the set route with a string of yellow lights in the 
graphical representation of the track layout. If a track circuit 
becomes occupied the string of yellow lights change to a 
single red occupied section light. If a section of line as shown 
on the diagram is long, as in a single track section between 
stations, it is conceivably possible to overlook that one 
portion of the track in the section is showing occupied.

3) The permitted speed of travel under what is in fact degraded 
signalling integrity.  It is questionable as to whether it is safe 
to allow a service departing on a Zs-1 aspect to travel at 
100 km/h (60 mph) when the Zs-1 aspect is being displayed 
because the signalling system is faulty. Even if the rules 
prescribe several types of signaller checks that the track 
ahead of the signal is clear, there is evidence from at least 
three accidents that indicate uncertainty as to whether those 
checks will be done properly. 

4) The lack of checking of the signalling records for use of the 
Zs-1 aspect. Checking of the signalling book, the signalling 
fault book and the Zs-1 signal occurrence counter figures by 
supervisors does not appear to have been either frequent or 
thorough. That in turn might be interpreted as either a lack of 
authority by supervisors or, worse, a tacit agreement with this 
type of misuse.

5) The wrong radio screen destination field used to distribute 
the emergency message. It is surprising that sending the 
emergency stop message to the train drivers, which inevitably 
happens under high stress and therefore should be a very 
obvious action for the signaller, appears to have been a 
matter of clicking the ‘right’ button amidst a number of 
message destination fields. This appears to be a weakness 
in the local GSM-R radio MMI design, and a significant one 
given that it was stated subsequently that the collision could 
have been avoided had the first message been received in 
the cabs.

6) Technical considerations. One could also question the 
merit of providing a Zs-1 signal in situations where it is the 
final protection for a single line section, or at the very least 
providing some supplemental conditions to eliminate the 
risk of providing a Zs-1 proceed aspect when there is an 
oncoming train. 

I would like to acknowledge the assistance of Wim Coenraad 
FIRSE in discussing the various issues at play and scrutinising the 
merits of this article.

Above the general arrangement of 
the Zs-1 ‘Ersatzsignal’, and left an 
example with the Zs-1 lit.

Photo MdE/Wikipedia, CC3.0DE 
licence.
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INDUSTRY NEWS

Hitachi ETCS approved for passenger service

[RGI] UK: Rail safety regulator ORR (Office of Rail and Road) has 
approved Hitachi Rail Europe’s onboard ETCS equipment for use 
in passenger service, the company announced on 7 September. 

The formal Authorisation to Place in Service was issued 
following the successful completion of trials on the Cambrian 
line, which runs from Shrewsbury to Aberystwyth and Pwllheli. 
Hitachi onboard ETCS equipment had been fitted to a Class 37 
diesel locomotive in 2013 for a series of trials which confirmed 
that it could operate successfully with the lineside ETCS supplied 
by Ansaldo STS, now also part of Hitachi Rail Europe. 

The Hitachi onboard ETCS equipment is to be fitted to more 
than 160 trains that the company is building. The first of the 
Class 800/801 trainsets being supplied as part of the Intercity 
Express Programme are due to enter passenger service on the 
Great Western Main Line next year. One of the pre-series IEP 
sets now undertaking test running is expected to begin trials at 
Network Rail’s ERTMS National Integration Facility near Hertford 
within the next few weeks.

mipro wins yard resignalling contract

[RGI] FINLAND: National transport agency Liikennevirasto has 
awarded Mipro a €22.3 million (£19 mn, $25 mn) contract to 
undertake signalling renewals at the marshalling yards at Niirala, 
Vainikkala and at Kotolahti-Mussalo in Kotka. The work is to 
be undertaken in 2016-18, with each yard commissioned as a 
separate entity. 

Announcing the contract on 13 September, Mipro said 
resignalling would reduce the number of manual operations 
required at the three yards, enhancing operations and improving 
safety. 

“We have extensive and comprehensive experience 
in delivering safety-related systems for rail traffic”, said 
Managing Director Juha Nurmi. “This project is an excellent 
continuation of our project operations and our co-operation with 
Liikennevirasto.”

Fourth ERTmS memorandum signed

[RGI] EUROPE: ERTMS deployment across Europe is to be 
formalised under the terms of a fourth memorandum of 
understanding (MoU) between the European Union Agency for 
Railways (ERA) and rail sector associations, which was signed at 
the InnoTrans exhibition 2016 in Berlin on 20 September. 

European Union Transport Commissioner Violeta Bulc said 
ERTMS was “the backbone of the digital railway”, adding 
that digitalisation was essential to improve performance, 
competitiveness and customer service. The accord was “all about 
deployment - now we have the technology, it is time to use it, 
time to get the benefits of it”. 

Signatories included CER, EIM, EPPTOLA and ERFA 
representing the operators and infrastructure managers, UIC, 
UNIFE and UNISiG for the suppliers,  the ERTMS Users Group 
and the GSM-R Industry Group. 

According to ERA, the MoU “puts in place the framework to 
give legal and technical certainty that a train equipped with 
the latest ERTMS release will be able to run on any compatible 
line with an acceptable level of performance”. Infrastructure 
managers have voluntarily agreed to facilitate free movement of 
ETCS-equipped trains that comply with ERA requirements ahead 
of the legal deadline of 2019. 

Nokia to operate Berlin S-Bahn 
telecommunications

[RGI] GERMANY: Nokia announced on 19 September that it 
had concluded a multi-year agreement with DB Netz to manage 
telecommunications systems serving the 326 km S-Bahn network 
in Berlin. 

Nokia had previously supplied Internet Protocol/Multi-Protocol 
Label Switching technology which hosts a CCTV system 
supporting train dispatch. The IP/MPLS network also supports 
the passenger information system serving all 166 stations on 
the S-Bahn network. The technology is faster than traditional 
systems, as it directs data on the basis of short path labels rather 
than long network addresses. 

Under the agreement, Nokia is to undertake operational 
processes including incident management, advanced technical 
support and performance management. 

“The willingness of DB Netz to outsource critical processes 
that can impact important performance requirements at S-Bahn 
Berlin is a testament to Nokia’s managed services expertise and 
the customer’s trust in our capabilities”, said Stefan Künzler, 
Managed Services Market Lead at Nokia.

vibration to power level crossings

[RGI] UK: A research programme partly funded by the UK 
Department for Transport and undertaken by the Institute of 
Railway Research (IRR) at Huddersfield University has confirmed 
the potential for powering level crossings using vibration 
harvesting. 

The IRR research has focused on the potential for using 
vibration caused by passing trains to power a network of small 
wireless sensors which together could form a networked grid to 
detect train movements and control the opening and closure of 
barriers. 

According to IRR’s Research Fellow Dr Farouk Balouchi, the 
proposal is a “completely novel” use of wireless sensors. 
Vibration harvesting is a proven technology used in the oil and 
medical device industries, as well as in some rail applications 
including vehicle condition monitoring. 

IRR believes the potential cost savings from adopting the 
technology could be significant, as costly and maintenance-
intensive lineside cabling could be dispensed with. IRR believes 
its system could be installed for around £20K (€23K, $26K)per 
level crossing, compared to the £500K (€582, $650K) typically 
required for conventional control equipment in the UK. IRR is now 
holding talks with industrial partners with a view to bringing the 
technology to market. 

Golmud – Lhasa signalling upgrade

[RGI] CHINA: Qinghai – Tibet Rilway Company has awarded 
Alstom and Casco a €15 million (£13 mn, $17 mn) contract to 
increase capacity on the 1145km Golmud – Lhasa route by the 
end of August 2018. Alstom said the Incremental Train Control 
System contract is its first since it took over GE’s signalling 
business in November 2015.
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Shanghai chosen to pioneer commercial  
CBTC over LTE

[RGI] CHINA: Specialist telecoms company Huawei is currently 
testing an application of CBTC over LTE on Line 5 of the 
Shanghai metro with a view to launching a commercial version on 
Line 6 in the future. This follows a pilot application in France after 
Huawei signed a Memorandum of Understanding with Alstom 
in 2014. The French company provided a train and onboard 
technology for the pilot project on its test track at Valenciennes 
and Huawei supplied the eLTE infrastructure. 

At InnoTrans 2016 Huawei rolled out a next-generation urban 
rail data communication system and a cloud-based traffic control 
integrated automated system developed with Chinese partner 
company Hollysys in which a cloud platform is deployed in the 
operations control centre. The data communication system 
featuring eLTE anti-interference design, seamless dispatching 
and high scalability was developed jointly with Thales; use of LTE 
base stations with a large coverage area reduces the number of 
devices that need to be installed in tunnels. 

Yuan Xilin, President of the Transport Sector of Huawei’s 
Enterprise Business Group, said that China’s Urban Rail 
Association had agreed that LTE should be used on all new metro 
lines in the future. Its application in China had already generated 
considerable interest, he said. “Today, powerful technologies are 
rebuilding the transport industry. Using LTE, cloud computing, 
and big data technologies, we enable customers to achieve safe 
train dispatching and visualised management.” 

DeltaRail becomes Resonate

UK: DeltaRail unveiled its new brand identity during a launch 
event at the National Theatre in London on 15 September. 
The company will be called Resonate and has a new logo and 
corporate image to accompany heavy investment in its latest 
technology platform and a growing product portfolio.

Having traditionally provided traffic management orientated 
solutions to the rail industry, the UK based business has 
increasingly encountered opportunities in other market sectors as 
a result of its strong capabilities in data intelligence and mobile 
applications and has re-branded to reflect this evolution.

Resonate CEO Anna Ince said, “The rail industry has been and 
remains a vital part of our business. We are however working 
in other sectors on some exciting digital projects and are 
committed to establishing a more comprehensive international 
presence; our new name is a good fit for this development and 
our ambitions”.

Resonate has offices in London and Derby in the UK, and 
Strasbourg in France. The company employs approximately 
200 people and has been trading as a private entity since 2006 
having been a technology division of British Rail for many years. 
The current workload for Network Rail includes the provision of 
IECC Scalable signalling control systems for the Great Western 
Route Modernisation, Crossrail West, Crossrail North East and 
Edinburgh-Glasgow Improvement Projects. Resonate is also 
currently delivering a new traffic management solution for the 
Nexus Tyne and Wear Metro.
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GSm-R activated in the Channel Tunnel

[RGI] EUROPE: Eurotunnel announced on September 29 that a 
GSM-R network is now available through the Channel Tunnel. 

The fixed-link concessionaire said the €48 million (£42 mn, 
$54 mn) introduction of GSM-R was the result of “six years of 
detailed project work”, and provides “full interoperability with 
the entire trans-European railway network”. 

Nokia undertook system integration and is responsible for 
supervision and maintenance of the communications network 
inside the tunnel. Siemens supplied and installed the cab radio 
and driver interface equipment for Eurotunnel’s locomotives, 
while SNCF Réseau shared equipment from its own GSM-R 
network. 

The inauguration marks “the start of a new era for Eurotunnel, 
in terms both of railway safety and customer service”, said Chief 
Operating Officer Michel Boudoussier. “With GSM-R, Eurotunnel 
paves the way for the development of European railway traffic.”

Nokia to supply communications for  
Buenos Aires metro extension

[RGI] ARGENTINA: Nokia announced on 20 September that it 
had been selected to supply communications for the extension of 
Buenos Aires metro Line H. 

Nokia is to supply wired and wireless communications to 
support data transmission, operational telephony, TETRA radio, 
passenger information systems, public announcement systems 
and CCTV. 

The extension will add 2.2 km and three stations to Line H. The 
contractor is a consortium of Techint, Dycasa and UTE. 

“The deployment of an IP-based network in the Buenos Aires 
metro system will support a wide range of both operational and 
passenger services for metro users in Argentina’s largest city” 
said Nokia’s Head of Sales, Global Enterprise & Public Sector 
LATAM Javier Rey.

First test for ETCS baseline 3

[RGI] DENMARK: Alstom announced on 23 September that, in 
conjunction with infrastructure authority Banedanmark, it had 
carried out the first successful tests of ETCS Level 2 Baseline 3, 
validated by the European Union Agency for Railways in July. 

The tests were conducted on the Roskilde – Gadstrup route, 
which is acting as the early deployment scheme for the roll-out 
of ETCS Level 2 in Denmark over the next 10 years. Movements 
where controlled from København, where the control centre is 
equipped with an Alstom traffic management system. 

“These were the first successful tests of the Baseline 3 
application”, said Pascal Cléré, Senior Vice-President, Digital 
Mobility, at Alstom. “They demonstrate the potential for modern 
signalling to deliver a more reliable and higher-capacity network 
in Denmark. Together with Banedanmark we have now taken a 
huge step forward.” 

Now the first infrastructure manager to apply Baseline 3, 
Banedanmark had in 2012 awarded Alstom a contract to resignal 
the eastern section of the network with its ERTMS-based Atlas 
system. This covers 734 km of double track as well as 90 stations, 
and includes maintenance over a 25-year period.

Nacala Corridor PTC to go live this year 

[RGI] AFRICA: Siemens Rail Automation says that it expects to 
commission the Positive Train Control (PTC) signalling system 
it has installed on the Nacala Corridor linking Malawi and 
Mozambique “by the end of the year”.

The supplier says that the Trainguard Sentinel PTC it is 
supplying to the Corredor Logístico Integrado de Nacala joint 
venture of Mozambique state railway CFM (20%) and Brazilian 
mining firm Vale (80%) is ‘a combination of North American 
train control technology and European standards’, meeting 
SIL2 integrity. Under a €70 million (£60 mn, $78 mn) contract 
announced in November 2013, Siemens is to provide its Train 
Sentinel Positive Train Control, train integrity monitoring, 
Westrace solid-state interlockings and telecoms based on a 
microwave network with Tetra track-to-train data transmission. 

An ultra-high frequency radio link is provided to ensure end-
of-train detection can be maintained; a priority for Siemens was 
to ensure minimal lineside assets were required, ruling out the 

Thales awarded Ceneri Base Tunnel  
signalling contract

[RGI] SWITZERLAND: Thales announced on 16 September that 
it had been awarded a SFr63 million (€58 mn, £49 mn, $64 mn) 
contract by project organisation AlpTransit Gotthard to supply 
signalling for the 15.4 km Cenneri Base Tunnel, now under 
construction between Bellinzona and Lugano. 

Responsible for overall project management and the integration 
of train command and control systems, Thales is to supply ETCS 
Level 2 for the twin-bore base tunnel. Due to open in 2020, it is 
expected to be used by over 300 trains a day in both directions, 
travelling at up to 250 km/h. 

Complementing the Gotthard Base Tunnel which was 
inaugurated earlier this year, the Ceneri Base Tunnel will enable 
the fastest journey time between Zürich and Milano to be cut to 
under three hours.

Thales awarded North–South Railway ETCS 
maintenance contract

[RGI] SAUDI ARABIA: Saudi Railway Co has awarded Thales 
a renewable one-year contract for predictive and corrective  
maintenance of onboard and lineside ETCS Level 2 equipment 
on the 2,400 km North–South Railway network. 

Thales said the contract builds on the relationship formed 
during the installation and commissioning of the equipment. 

The 1,486 km freight route from the Ma’aden mine near Al 
Jalamid to  Az Zabirah  Junction and Ras Azzawr port on the 
Gulf coast has been fully operational since November 2015. The 
1,418 km passenger route from Riyadh to Al Qurayyat near the 
border with Jordan at Al Haditha is expected to be operational 
by the end of 2016.

use of track-mounted balises in plain line sections for example. 
Siemens has also fitted out a control centre in Nacala and is 
providing one year of maintenance. 

The Nacala project has seen existing 1,067 mm gauge 
lines upgraded and a new line built in Malawi as part of the 
US$1.1 billion (£850 mn, €1 bn) development of a 912 km heavy 
haul corridor which will link coal mines at Moatize with the new 
deepwater port of Nacala-à-Velha. Test trains began running 
along the route in November 2014, but the extra capacity made 
available by PTC will enable the railway to match the demand for 
coal transhipment as the port complex comes fully on-stream.
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Submit your 500 word abstract 
by 31 January 2017

Successful authors notified in 
April 2017

Papers to be written by 
June 2017

Introductory Day 
27 November

ASPECT 2017
28-29 November

In 2017 we’re excited to host the 9th ASPECT conference in the 
city state of Singapore. This will be hosted in the Land Transport 
Authority Headquarters, Hampshire Road Campus, with the main 
conference on 28-29 November 2017. We are looking forward 
to welcoming delegates and speakers from countries all over the 
world and from all types of railway – high speed, heavy freight, 
mixed traffic, metro, light rail and tram. 

What is the theme?
As our logo demonstrates, ASPECT welcomes papers on the 
topics of Automation, Signalling, Performance, Equipment, 
Control and Telecommunications. However, in 2017 we 
are looking for a particular focus on metro Technologies, 
Professional Development, Condition monitoring and  
High Speed Rail.

What should I do next?
Once you have a topic in mind for a paper, go to the ASPECT 
website www.irse.org/aspect and download a paper submission 
form. Please email this to aspect@irse.org together with a 500 
word abstract outlining your topic by 31 January 2017. The 
selected authors will be notified in April 2017 and will have until 
June to prepare a full paper.

Why should I present at ASPECT?
You don’t need to be a member of the IRSE to present a 
paper, and we are keen to invite contributions from those at 
all stages of their career and from all types of organisation: 
railway operators, manufacturers, consultants, training providers, 
universities and government institutions. We welcome input 
from railway operators, project managers and engineers from 
other railway disciplines, in addition to railway signalling and 
telecommunications engineers.

ASPECT is the leading technical conference for the 
telecommunications, signalling and train control industry within 
rail. Presenting here will give both you and the organisation you 
represent superb exposure to some of the leading engineers in 
the industry. As a speaker you will receive free admission to the 
conference and your paper will be published by the IRSE. There 
will be the opportunity to have a formal Q&A session followed 
up by fantastic networking opportunities throughout the event. 
In addition you can take pride in sharing best practice within the  
industry.

The conference itself will be organised into a number of 
sessions, each with 15-minute presentations and discussion 
sessions. Every author is expected to produce a paper 
comprising 8-10 pages of text and illustrations to go in the 
conference proceedings. These will also be published on 
the IRSE website. The conference language for papers and 
presentations is English. 

Our Introductory Day
We will be holding an Introductory Day on Monday 27 November 
2017, predominantly targeted at those with less experience in 
the industry. This seminar will consist mainly of invited speakers, 
but we are also asking for contributions from Younger Members 
to present a shorter paper. Please let us know if you are applying 
to present in this session on the submission form. 

As an added incentive, all applicants submitting a paper to 
be considered for the Introductory Day will automatically be 
considered for a Hewlett-Fisher bursary. This is designed to  
assist Younger Members with travel and subsistence costs when 
attending major IRSE events. Any Younger Member can of course 
apply for a Hewlett-Fisher bursary, more information will be 
released soon.

For more information about ASPECT 2017, including  
exhibition and sponsorship opportunities, contact us at  
aspect@irse.org.

Photo anekoho/Shutterstock

Optional technical visits
30 November
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PROFESSIONAL LIVES

  News from the IRSE
Francis How

Toronto Seminar - ‘CBTC and Beyond’
On 1 December 2016 the IRSE will be holding a one day Seminar 
on the subject of ‘CBTC and Beyond’ in Toronto, Canada.  All 
IRSE members and non-members are warmly invited to attend.  
Topics related to CBTC that are expected to feature in the papers 
and presentation include: 
• Safe and reliable methods for train position identification; 
• Safe and reliable wayside and train-borne communications; 
• Methods to establish and enforce the limits of movement 

authority; 
• Regulating train movement and operations at capacity; 
• Increased level of automation;
• Improving operational reliability and availability;
• Maintenance and diagnostic capabilities;
• Interoperability and interchangeability standards;
• Cyber security.

This one day event will take place in the Fairmont Royal York 
Hotel in the heart of Downtown Toronto. 
If you are interested in attending, please complete a booking 

form as quickly as possible. You can find more information about 
the event and download the booking form from the event page 
of the IRSE website, http://bit.ly/2dqdYsf.

2nd Presidential Programme Technical Paper
The second paper in our 2016-17 Presidential Programme series 
will be presented on Wednesday 9 November 2016 in London. 
The author is Jan Swier, Strategic Advisor, ProRail (Netherlands), 
and the subject is ‘Asset Management’.  The venue is the 
Institution of Mechanical Engineers, 1 Birdcage Walk, London.
Asset management is a key topic for railways, but people 

often have trouble in articulating what it is, how it is done and 
what is really new in the field. Cost reductions and performance 
improvement are promised but it is unclear how it is realised 
and what the results are. Jan Swier’s paper is a case study of 
the development of ProRail, the asset manager in Netherlands. 
It describes what ProRail considers as the essence of asset 
management, what the challenges are and what the most critical 
milestones were in its own development. 

New database
By the time you read this, our new Membership and Licensing 
Database will be in full operation.  This has been a major project 
for the IRSE for the past few years, initially considering our 
options for replacing the existing system, then specifying our 
requirements and selecting a supplier.  There will no doubt be a 
few initial issues with its use, but we hope that the transition will 
be as smooth as possible.  In time, it should be able to provide 
us with more useful management information than the previous 
system could.
The changeover has also necessitated some alterations to our 

website, and if you have a login for it you should have received 
an email about how it affects you.  If you have not received such 
an email, please contact us via irseonline@irse.org. 

IRSE Council news
The IRSE’s governing Council met on 29 September, chaired 
by our President Charles Page. Here are some of the topics 
discussed and decisions made:  
• Matt Slade, Chairman of the Younger Members’ Section in 

the UK explained how the IRSE, including Council, could 
better support Younger Members; 

• Progress with the Implementation Plan for the 2015-2020 
Strategy was reviewed;

• The existing IRSE Company Affiliation Scheme is to be 
closed, and we are undertaking a review to see whether we 
could offer a new scheme that is more beneficial to both 
companies and the Institution.

In addition, at the Management Committee meeting that 
precedes the Council meeting, we discussed the following:
• Options for strengthening the team in the IRSE office in 

London, to better support our Professional Development 
work, to improve our communications with members and 
the wider industry, and to strengthen our Licensing work;

• Planning for the next two Conventions – the USA in 
September 2017, and Switzerland in 2018;

• Initial drafts of the 2017 budgets were discussed.  These 
will be finalised and approved by Council in December.

Payment of Engineering Council Fees
A number of IRSE members are registered with the Engineering 
Council through the Institution as CEng, IEng or EngTech.  
Unlike the IRSE subscriptions, which run from 1 July each year, 
the registration year starts on 1 January and the Institution is 
invoiced by the Engineering Council early in the year for all the 
fees.

Until now the IRSE membership subscription letters that 
members receive in May or June have shown the Engineering 
Council fee in addition to the subscription.  This means that 
members are actually invoiced six months in arrears.  With the 
change of the membership database, from which all invoices are 
generated, we need to invoice the two items separately.  This 
means that we will be invoicing members for the Engineering 
Council fees at the beginning of the year, rather than mid-year.  
If the fees have not been paid by the time the subscription 
letters are generated, in late May, the outstanding registration 
fees will reappear on the letter, marked as  ‘Arrears’.

For those paying by direct debit it is anticipated that we 
will continue to only take just one collection as previously, in 
early August, covering both registration fees and membership 
subscription.

Franco Fabbian
As this issue of IRSE NEWS was being finalised, we received sad 
news of the death on 16 October of Franco Fabbian, a highly 
respected Fellow of this Institution and a valuable member 
of our International Technical Committee. He will be much 
missed by all who knew him. There will be a full obituary in the 
December issue.

IRSE MATTERS
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How your Council is selected
Francis How

Every year vacancies arise on the IRSE’s governing Council, 
which have to be filled. But have you ever considered whether 
you might be a Council member?  Have you ever voted in the 
elections?  This article sets out to explain the election process in 
simple terms, how you can be involved, and what is expected of 
a Council member.

Council membership
The Institution’s Articles of Association, which can be found on 
the IRSE website on the About page define the constitution 
of Council, including its membership. It comprises 21 elected 
members, as follows: 

The current members of Council are listed on the IRSE website 
– click on the About tab and then select IRSE Council and 
Trustees.

Nominations and Elections
Ordinary members of Council serve for two years, after which 
they have to stand for election again, or step down.  A new 
President and one Vice-President also have to be elected each 
year.  So each year there will be an election for the President, 
one Vice-President, and at least five Fellows, three Members 
and one Associate Member. Elections take place early in each 
calendar year, in order that the new Council membership can be 
announced at the Annual General Meeting in April.

Council has a responsibility to ensure that enough suitably 
qualified candidates are always available for its continued and 
effective functioning. It does this by nominating candidates for 
the vacancies as part of the election process. Therefore, when 
we call for nominations in January each year, you will see that a 
number of nominations have already been made by Council.  It is 
important to understand that this is not intended to discourage 
you or other candidates from being nominated, it is simply to 
ensure that the vacancies are always filled regardless of whether 
additional nominations are received.  We positively welcome 
more nominations, and part of the purpose of this article is to 
encourage you to start thinking about possible nominees now, 
ahead of the process that will start in January.

Every year at the December Council meeting, consideration is 
given to the vacancies on Council that will arise at the AGM in 
the following April.  Council members suggest and agree the 
names of corporate members known to them or recommended 
by others who might be considered as nominations for the 
vacancies. In doing so, we endeavour to ensure that the 
membership of Council is as balanced as possible, in terms of:

• Being as representative as possible of the train control and 
communications industry (suppliers, operators, mainline, 
metro, academia etc), and the associated skills and 
knowledge;

• Representation from parts of the world where the IRSE has 
its greatest numbers of members;

• Diversity – gender, ethnic background, age etc.
The aim is to achieve a Council that is balanced and characteristic 
of the IRSE membership and of the industry, with no one sector 
predominating, and with the knowledge, skill and experience 

available to manage the affairs of the Institution in accordance 
with the Articles of Association and the requirements of Company 
Law and the UK Charity Commission. However it should be 
emphasised that, once having been elected, Council members 
are required to act as corporately and not as representatives of a 
particular company, section of the membership or section of the 
industry.

Invitations to make additional nominations are sent to all 
corporate members of the Institution in January.  Any ten Fellows 
may use the form provided to nominate another Fellow to fill a 
Council vacancy for Fellow. Any ten Fellows or Members may use 
the form to nominate another Member to fill a Council vacancy 
for Member. Any ten Fellows, Members or Associate Members 
may use the form to nominate another Associate Member to fill a 
Council vacancy for Associate Member.

The names of the nominees proposed by members of the 
Institution are added to the list of names already nominated by 
Council and are then sent, together with a ballot paper, to all the 
corporate members of the Institution in February for them to vote 
upon who they wish to be elected to serve on Council.

The returned ballot forms are kept secure and unopened until 
the election’s closing date in March, at which time they are 
opened and counted by two independent senior Fellows of the 
Institution acting as returning officers. Those who obtain the most 
votes are elected and the result of the election is announced at 
the Annual General Meeting in April.

This process ensures that every year there is the opportunity 
to refresh and renew the membership of the governing Council 
with new members and that every year the Institution’s corporate 
membership has the opportunity to choose and vote for who 
should govern the Institution on behalf of all the members.

What is involved in being a Council member?
The IRSE’s Council meets six times a year.  Wherever possible 
members are encouraged to attend in person (the meetings are 
held in London), but some participate by video-conferencing 
because they are resident or working in other parts of the world.  
Council members are expected to attend all the meetings – this 
is part of their responsibility as a consequence of being elected 
by the Institution’s membership.

The meetings generally last take place in the afternoon (UK 
time) and last about two - three hours.  Typical agenda items 
include:

Office Class Number
President Fellow 1

Vice-President Fellows 2

Ordinary members of Council Fellows 10

Ordinary members of Council Members 6

Ordinary members of Council Associate Members 2
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• Overseeing the implementation of the IRSE Strategy 2015-
2020;

• Reviewing reports from Principal Committees and Local 
Sections;

• Managing key areas of risk and opportunity;
• Financial matters (budgets, membership fees, approval of 

accounts etc).

membership approvals
These may seem like rather dry subjects, but they are important 
for the governance of the Institution in accordance with legal 
requirements and our other obligations, and we expect Council 
members to actively engage in the discussions that take place. 
Council is the principal body for determining the future direction 
and development of the IRSE, and its role is therefore a vital one.

Members of Council are also encouraged (expected!) to play as 
full a part in the other affairs of the Institution.  Some do this by 
extensive involvement in their Local Section, others by engaging 
in specific improvement initiatives, and yet others by being 
members of (or chairing) key supporting Committees.  Council 
membership is not about just attending six meetings a year!

Think about it
We need Council to be as representative as possible of the IRSE’s 
membership as a whole, and its members to be enthusiastic and 
dedicated to the continuing success of the Institution.  We like to 
think this already true – but perhaps Council could be even more 
successful in its task if you, or an IRSE member you know and 
respect, were to be a member of it.  Please think about it, and, if 
you are a corporate member, be ready when the nomination form 
is sent to you in January next year.

Life on IRSE Council
To get an idea of what it is like to serve on IRSE Council, IRSE 
NEWS spoke to two Council members, Firas Al-Tahan and 
Helen Kellaway (pictured below) about their careers, their 
involvement with the IRSE and their hopes for the future.

IRSE NEWS: Tell us a little about you, your current job and a 
very brief idea of how you’ve got there!
Helen: I am a Lead Systems Engineer for Rail Control Centres 
at Siemens Rail Automation, based in Chippenham UK. I 
started as an administrative assistant, but soon transferred to an 
engineering role. The Company supported me as I gained ONC, 
HNC and Master’s degree qualifications. I have worked on a 
wide range of projects including London Underground’s Victoria 
Line, the Taipei Taoyuan Mass Rapid Transit System and, more 
recently the Thameslink programme in London.

Firas: I’m a Principal Consultant for the Communications-Based 
Train Control (CBTC) team at SNC-Lavalin, based in London. I 
started on the Transport for London graduate scheme, working 
on the East London Line and Docklands Light Railway. Since 
joining SNC Lavalin I’ve been lucky enough to gain the skills 
required to meet client needs around the world, including in 
Dubai, Vancouver and Brussels. I’ll be heading to Toronto shortly. 
IRSE NEWS: How long have you been involved in IRSE 
activities? What sorts of things have you done?
Firas: Having been involved in the Younger Members’ (YM) 
Section for some time I enquired about Council and the other 
committees. I joined the Recruitment and Publicity committee 
and began to put faces to names. When a position for my grade 
of membership opened up I applied, and was elected.

Helen: I joined the IRSE in 2002 because I wanted to obtain 
relevant licences, but became actively involved in 2010 when 
I attended a YM Section Annual Seminar. Before I knew it I 
was helping to organise the YM International Technical Visit 
to Madrid and on the committee! I have been involved in 
organising national and international technical visits and  study 
days to help people prepare for the IRSE professional exam.

IRSE NEWS: What does being a Council member mean to you?
Helen: Getting involved with the IRSE has had a huge impact 
on my career and has changed what I considered a ‘turn the 
handle’ job into a career and a passion. Being a member 
of Council means that I can give something back and also 
be a communication channel between council and younger 
members.

IRSE NEWS: How much work does being an IRSE Council 
member involve?
Firas: Prior to every meeting, Francis distributes a set of papers 
for review. Members read these papers, form an opinion or 
discuss offline, and meet at Council for formal responses or 
decisions. Reading and understanding the subject takes the 
most time, more than the meetings themselves.

IRSE NEWS: What do you hope to achieve during your time on 
Council? 
Firas: I try to remind other members to consider how our 
decisions affect our younger members, with the aim of 
improving the quality of our membership offering.

Helen: I hope that I can bring a bit of diversity to Council 
because of my R&D background. I want to show others that 
the IRSE is not an ‘old boys’ club’ and to make people aware of 
the resources that the institution provides – i.e. that it’s not just 
about licensing. I hope to encourage others to have an active 
role in the institution and reap the benefits as I have done.

IRSE NEWS: Where do you see the industry going in the next 
five to ten years?
Helen: As a systems engineer I’d like to see and be involved 
in improving the SE effort in the industry such as involving all 
the stakeholders at the beginning of projects. The institution 
brings people from different disciplines together to discuss 
issues, points of view and increase awareness of what’s going 
on and the industry can only improve if more people get up, go 
outside and talk to each other. 

Firas: I believe that my particular field, CBTC, is fascinating and 
arguably more open to new technologies than other parts of 
the industry. However, I’m a firm believer in ensuring we get 
value out of the infrastructure we design, procure and install – 
so I’d like to see a longer commitment to technologies such as 
GSM-R.

IRSE NEWS: What are you most excited about happening to 
railway signalling and control in the years to come?
Firas: I would like to see (and perhaps be part of) the roll 
out of Positive Train Control in North America. It will be as 
transformational as the iPhone when it hit the market.
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MIDLANDS & NORTH WESTERN SECTION
Section Luncheon on the East Lancashire Railway

Ian mitchell

Each summer, the MNW Section organises a day out on a 
preserved railway in the region for members and their families. 
This typically combines a technical visit to see some of the S&T 
engineering on the line with a meal on the train. On 2 July 2016 
our destination was the East Lancashire Railway (ELR), which runs 
from Bury, north along the Irwell Valley to Rawtenstall, and east 
to Heywood, beyond which the ELR makes its junction with the 
national network some one mile short of Castleton.

Our host for the technical visit was the railway’s Signalling 
Director Peter Duncan. He may be a civil engineer in his ‘day 
job’, but his presentation showed that he and his team of 
volunteers are very professional in their approach to signalling 
the railway, with a strong emphasis on replicating the equipment 
and practices of the London Midland and Scottish Railway (LMS), 
which operated the line from 1923-1948. The visit took in the 
Bury South signalbox and the adjacent S&T Workshops. Since the 
section’s previous visit to the railway in 2011, the Bury signalling 
has been completed with an impressive gantry over the two 
tracks leading to the Castleton line. This features two semaphore 
distant signals that are repeaters for a colour light section signal, 
and these are hydraulically operated so they can be automatically 
replaced to caution. A modification to a standard clamp lock 
valve unit has been devised that provides a cost effective and 
reliable solution using readily available components, to achieve 
a proven British Rail London Midland Region hydraulic signal 
design of the 1980s.

Peter also described the railway’s current S&T project, level 
crossing renewal and resignalling at the northern terminus of 
Rawtenstall. The existing level crossing on the approach to the 
station has seen a dramatic increase in road traffic in recent 
years, such that two crossing keepers have been necessary to 

safely close the manually operated gates. A staged approach 
to improvements is under way, with stages 1 and 2 complete, 
consisting of:

1. Addition of wig-wag road lights retaining the existing gates.
2. Replacement of gates by lifting barriers controlled from the 

signalbox.
3. Provision of protecting signals for the crossing.
4. Full signalling of the station layout.
The final scheme will include continuous track circuiting of the 

single line section from Rawtenstall to the intermediate crossing 
loop at Ramsbottom, allowing the existing token working to be 
replaced by Direction Lever working, replicating the arrangement 
already in use between Bury and Ramsbottom.

The party then returned to the station platform, to watch the 
train arriving behind a ‘Bulleid Pacific’ steam locomotive, and our 
restaurant car was shunted onto the back of the formation. We 
then enjoyed a round trip, first going north to Rawtenstall and 
then back to Bury and on to Heywood, the current passenger 
terminus on the Castleton route, enjoying a splendid three-
course meal. While the locomotive was running around at 
Heywood, the party de-trained briefly for the presentation of the 
MNW Section Chairman’s Trophy. This award is made annually to 
an individual who has made a significant contribution to the IRSE 
and the Profession. This year’s recipient, chosen by the current 
Chairman, Paul Toole, was Clive Williams, the section’s long 
serving Treasurer, who has been stalwart supporter of the IRSE for 
many years.

After the presentation, the train returned us to Bury and the 
party dispersed. An fine day out was had by all, thanks to 
Peter Duncan and the railway’s operating and catering staff who 
provided us with excellent service throughout.

Left, section committee members.
Bottom left, Peter Duncan addressing the group at Bury South.
Below, Clive Williams receiving the Chairman’s Award from Paul Toole.
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North American Section

IRSECON17

Howdy Y’all!

ARE YOU READY FOR SOmETHING BIG?!?
Welcome to Dallas, where BIG things happen, in the 
middle of a BIG country. Bring your cowboy boots and hat 
as the IRSE North American Section welcomes you to join 
us in the Lone Star State of Texas, 25-29 September, 2017 
for the IRSE 2017 International Convention which will be 
held in the Dallas/Fort Worth area. From railroads, to BBQ 
to Tex-Mex, it’s all bigger here!

Made up of two major cities, it is the economic and 
cultural hub of the region commonly called North Texas or 
North Central Texas and is the largest inland metropolitan 
area in the United States. The region also serves as a major 
hub for the Union Pacific and BNSF freight railroads serving 
the US economy.

Dallas is the third-largest city in the state of Texas and the 
ninth-largest in the United States. The city covers almost 
400 square miles (1,000 km2) and a population exceeding 
1.3 million. The city is the main cultural and economic 
center of the 12-county Dallas/Fort Worth metropolitan 
area – at more than 7 million people, it is the eighth-largest 
metropolitan area in the United States.

The Dallas/Fort Worth International Airport (DFW), 
located between the cities of Dallas and Fort Worth, is 
the largest and busiest airport in the state of Texas. At 
100 km2 (39 sq mi) of total land area, DFW is the second-
largest airport in the country and sixth-largest in the world. 
American Airlines, based in Fort Worth, is the major carrier 
on routes to and from DFW, with direct flights available 
from London, Paris, Tokyo and Sydney. The Convention 
hotel – Dallas/Fort Worth Hilton Lakes  
(http://bit.ly/2dfCXBq) , is very conveniently located with 
a free 24-hour shuttle service to and from the airport. 

What to expect
Delegates will have a full day of presentations both related to 
the technical site visits and from the IRSE’s International Technical 
Committee.   Site visits later in the week include the BNSF Railway, the 
Dallas Area Rapid Transit (DART), the Trinity Railway Express (TRE), the 
Denton County Transportation Authority (DCTA) and the General Electric 
(GE) locomotive manufacturing facility in Alliance, Texas.  These visits 
will showcase Light Rail Transit (LRT), freight and commuter lines, with 
opportunities to experience wayside signaling and Positive Train Control 
(PTC) installations, highway crossing warning systems at BNSF, E-ATC 
type PTC at DCTA, PTC installation and shops at TRE and on board PTC 
and locomotive manufacturing at GE. 

For more information on the technical presentations and the site visits 
as they come to hand, please visit the Conference Program page on 
the conference website (http://bit.ly/2cKEn4A). As always at this early 
stage these details are subject to change.

For guests, the currently planned itinerary includes visits to the 
historical parts of the Dallas/Fort Worth area including the Fort Worth 
Arboretum, the George W Bush Presidential Library and of course 
an opportunity to do some shopping.  Plans for both members and 
guests include travel to Fort Worth via the Grapevine Vintage Railroad, 
the historic Fort Worth Stockyards and the Sixth Floor JFK Museum 
at Dealey Plaza. Needless to say, no visit to Dallas/Fort Worth would 
be complete without sampling the local cuisine such as Texas-style 
barbecue, Mexican and steak.   

When is this happening?
IRSECON17 is at the end of September, when the northern hemisphere 
‘Fall’, marks a sweet spot for this area. It’s the best time to visit Dallas/
Fort Worth as temperatures aren’t overwhelmingly hot, the tourist traffic 
has died down and the Texas State Fair will be in full swing, the week 
after the convention.

For those people who wish to attend the AREMA/Railway Interchange 
Exhibition 2017, it is on the week before the Convention, 17-20 
September in Indianapolis, IN. Interchange is the largest combined 
railway exhibition and technical conference in North America 
showcasing exhibits from more than 600 suppliers from all areas of the 
rail industry, with opportunity to attend technical presentations and 
educational sessions. More information at  
www.railwayinterchange.org. NOTE: there is a fee to attend.
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Younger members
IRSECON17 provides a rare opportunity to ‘kick the tires’ at the site visits where 
you can see equipment and systems at installations where access is seldom 
granted. The presentations also provide an opportunity to add to your CPD 
hours.

Once again, Hewlett-Fisher Bursaries will be available to younger members. The 
closing date, application criteria and form will be advised in due course.

For those younger members, (and some older ones), who might find it difficult 
to get the formal approval to attend the IRSECON17, we have produced a ready-
made business case for you (available on the conference website soon) to present 
to your manager to ensure you can be there for the most important event on the 
IRSE calendar! 

Pre and post convention activities and ideas
As Dallas/Fort Worth is geographically located somewhat closer to the center of 
the USA, attendees and delegates flying into the USA over the Atlantic who have 
more time to spare, may consider detouring via Chicago, New York or Orlando. 
For delegates flying into the USA over the Pacific, you may consider a short stop 
in San Francisco, Los Angeles or San Diego. For those feeling that luck is on their 
side, there is also Atlantic City, or Reno and Las Vegas.

Other events you may want to consider seeing while in the Dallas/Fort Worth 
Area include the following:

State Fair of Texas
Three weeks starting late September.  First day for 2017 will likely be Friday 
29 September.  An all-day event for those that want to stay after convention to 
experience an ‘American fair’.   Big variety of exhibits including science, autos, 
food, livestock, games and rides.  Contests for food and livestock. Live music at 
several stages to hear many different types of music.  A great cultural experience.  
Near downtown Dallas. http://bigtex.com/bigtexinsider

Museum of the American Railroad
This is fairly new and is a work in progress.  We suggest you contact them directly 
to find out what trains they have.   Several trains and cars in different levels of 
restoration.  Restorations occur as funds become available.  North of Dallas in 
Frisco (named after railroad). www.museumoftheamericanrailroad.org

Cavanaugh Flight Museum
At Addison Airport (private airport) Several WWI, WWII, Korean War era and 
Vietnam War era planes on display with an indoor museum.  Includes B25 
Mitchell, AT-6, P-51 Mustang, P-47 Thunderbolt and FG-1D Corsair.  Rides sold for 
some planes and helicopters. One of two flying B29s (FIFI) is based at Meacham 
Airport in Fort Worth.  
www.cavanaughflightmuseum.com

CR Smith Flight Museum
On grounds of American Airlines headquarters just south of DFW (AA central hub) 
airport.  Indoor DC3 on display with other flight exhibits.  
http://crsmithmuseum.org

Frontiers of Flight
Flight museum at Love Field (Southwest Airlines) airport.  Over 30 aircraft 
including WWI, WWII and cold war planes, Stearman, Wright Flyer reproduction 
and Apollo 7 (actual capsule, not a model). www.flightmuseum.com

Nearby in Texas
With the Convention hotel right next to DFW airport, day / overnight trips are 
possible as well to the Texas Hill Country, with San Antonio being a good place to 
visit.  The River Walk downtown has lots of restaurants and stores and of course 
The Alamo nearby would be a must see.

Austin has its Sixth Street which is a big music scene, also Franklin’s BBQ which 
some say is the best BBQ in the country.  Get in line early in the morning to be 
assured of getting any!

Mark your calendars, and we look forward to you joining us in Dallas in 2017 for 
IRSECON17.

Remember, “Unless you’re vegetarian, you can’t visit Dallas without chowing 
down on some barbecue.”
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MINOR RAILWAYS SECTION
Sixth annual signalling maintenance and inspection technical workshop

major Ian Hughes TD

The Minor Railways Section sixth annual Signalling 
Maintenance and Inspection Technical Workshop was held at 
Signet Solutions training school in Derby over the weekend 
of 3-4 September 2016. 

The kind support and sponsorship of Signet Solutions and 
Green Dragon Rail allowed the section to organise and run 
the sixth of these very popular courses designed to give 
minor railway S&T staff an introduction in to the basic theory 
and practice of signalling maintenance and inspection.

The course is designed to be of benefit to new starters and 
experienced hands alike, introducing the new starters and 
refreshing the more experienced staff.

Saturday morning and the course kicked off with a ‘meet 
and greet’ in the spacious lounge area giving the eight 
delegates time to introduce each other and their railways.  
Moving to the first phase of the course the delegates 
covered the theory of basic law and its requirements, 
background and history of the topic, incidents and accidents 
and their effect on signalling developments, the importance 
of keeping good and clear records and the importance of 
ownership and responsibility.

Now with a clear understanding of where we are, how 
we arrived here and our responsibilities it was on to an 
overview and theory of mechanical and power operated 
points. This was followed by a session on gauging points, 
both mechanical and power, concluded with a session on 
maintenance and cleaning.

Session three covered the installation and operation of 
mechanical signals, the testing requirements, maintenance 
and cleaning of a mechanical signal.  

The day was then summarised, feedback received, and we 
looked ahead to the Sunday session.

Saturday night saw the delegates meet up for a convivial 
drink and the course social in a local pizzeria, where the 
exploits of the day were mulled over and the world put to 
rights, with a not too late finish as the course kicked off again 
on Sunday.

Theory and practical session four on Sunday morning dealt 
with DC track circuits and their operation and overview, 
drop shunting and testing of a track circuit, maintenance 
adjustment and cleaning.  

Theory and practical session five started with a brief 
session on risk reduction and track worker safety delivered 
by Green Dragon Rail. This was followed by an overview of 
site diagrams and records, how to keep store and modify 
them, cleaning and monitoring (wire degradation and silver 
migration), reporting recording and ensuring safety.  

The workshop concluded with a review and feedback 
session, the award ceremony and a farewell to all the 
delegates who returned to their railways educated, enthused 
and able to put their new knowledge to good use.

The Minor Railways Section would like to thank everyone 
that worked behind the scenes to make this workshop 
possible and again thank our main sponsor, Signet Solutions.

The students listen intently as the course kicks off.

Andy made this look so easy! Discussing the adjustment of a 
mechanical facing point lock.

The class gets stuck into the intricacies of point machines.

The course 
attendees proudly 
display their 
certificates.
  
Photos Ian Hughes.
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YOUNGER MEMBERS SECTION
visit to Aldwych Station, London

vivich Silapasoonthorn

Chris Eames from London 
Underground kindly gave up his 
time to show IRSE Younger Member 
delegates around this iconic disused 
station earlier this year.  After a safety 
briefing and signing in, delegates were 
transported back in time to the days 
when the station had last seen the 
customers (in the early 1990s).  

The branch line that served this 
station opened on 30 November 1907, 
with the station initially named ‘Strand’.  
It was renamed to avoid confusion, 
since Charing Cross station was 
located at the much more salubrious 
end of the Strand and bore the same 
name.  However, by 1917 only one 
track was in use as the number of 
commuters was far less than expected, 
and subsequently one of the tunnels 
and platform B were closed.  Since 
then, this platform has been used to 
experiment with new platform designs 
for other stations and to test various 
components and systems.  

During the Second World War, 
Aldwych was used as an air raid shelter, 
with the unused tunnels being used as 
storage for art and treasures from the 
British Museum. 

Over the years before its eventual 
complete closure, Aldwych had often 
been at risk due to low investment and 
sponsorship, and for many years had 
been run with a peak-hours only service.  
In 1994 came the need to replace the 
old (original) lifts.  Although still in 
good working order, the lift machinery 
contained exposed moving parts and 
high voltage components, and was 
therefore deemed no longer safe to 
maintain.  Since the refurbishment was 
estimated to cost £3 million - £5 million, 
the daily use of the station (about 
600 passengers) could not justify the  
cost and so the line was closed.  

The last train carrying members of the general public left 
Aldwych on the evening of the 30 September 1994, just less than 
87 years after being first opened to the public.  

Today, the station is being maintained by London Underground 
for purposes such as a museum piece, training exercise location, 
and film set.  The ticket hall is frequently rented out for art 
exhibitions, book launches and other private parties.  The 
underground section will slowly deteriorate over time since little 
maintenance is now performed (apart from redecoration for 
filming).  

Aldwych station was built on land that had previously been 
occupied by an art gallery, a non-conformist chapel and then the 
Royal Strand Theatre, which was demolished in 1905 to make 

way for the new station.  Rumours are that the station is haunted 
by the ghost of an actress; indeed some line engineers claim to 
have been frightened by a ghostly figure down at track level at 
night.  During the routine sniffer dog training, the poor creatures 
refuse to enter to some of the dark passages!

The visit had been long-awaited trip by the Younger 
Members, and the committee would like to extend their sincere 
appreciation to Neal King (LUL Network Contingency Planning 
Manager), who provided the support and access to the station, 
Chris Eames (Emergency Planning Manager) for given up his time 
to show the delegates around the station, and Elizabeth Poulter 
and the operations team at the London Transport Museum, who 
kindly arranged complimentary tickets for entry to the museum 
after visiting Aldwych.  

From top, the station is clearly visible from above ground.  
The delegates.  
The disused platforms.
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FEEDBACK
Re Closer Running
After reading the article on the UK research into ‘Closer 
Running’, I was alarmed by the concepts brought forth.  
Railway signalling had been based on the ‘brick wall’ 
principle since its inception from the obvious implications of 
following train moving at speed violating the Safe Braking 
Distance calculated by either the lineside design, or the on 
board computer that would allow the train to stop BEFORE 
encountering issues with track or route integrity.  This issue has 
come up before in research, and has always been dismissed 
as either unsafe or at the very least ill advised.  However, 
in our current risk based approach to safety, I wonder why 
the risk level of such an operation was not discussed.  The 
article discussed only the infrastructure needs to be able to 
run without sufficient braking distance and not the safety 
implication of doing so.  The article goes on to compare 
aviation and automotive traffic with rail capacity and 
operation.  What is missing is the fact that planes can ‘go 
around’ if pilots are not sure of landing conditions, and cars 
can simply change lanes when brake lights ahead come on 
unexpectedly.  Trains do not have this luxury.  In fact, a train 
encountering a derailment under such conditions will certainly 
cause extreme hazards when not being able to stop short of 
obstructions.  I would challenge the authors to provide the risk 
analysis of the concept before any further investigation in this 
area.

David Thurston

The UK Rail Safety and Standards Board (RSSB) provided the 
following response to David’s letter:

The railway needs extra capacity.   One way to achieve this 
without building more track is to run trains closer together.  Our 
short study was commissioned by RSSB to consider possible 
ways of achieving this and to identify the research needed to 
investigate their feasibility in more depth.   Safety issues were 
explored in a Hazop workshop and as might be expected, the 
‘brick wall’ principle featured very large in the discussion.  It 
identified a number of points which are worth emphasising:
1) Current safety legislation would prevent the adoption 

of closer running at less than a safe braking distance in 
accordance with current practice, unless substantial benefits 
are accrued and the increased risk is small.

2) Nevertheless the ‘brick wall’ principle needs revisiting given 
the changes in technology since the inception of railway 
signalling and to better understand the probability of 
occurrence and the consequences.

3) The ‘brick wall’ principle provides no protection from 
obstructions occurring for other reasons – for example a 
train on an adjacent track being derailed. This risk increases 
with reduction of headway as there is less time to respond to 
incidents on adjacent tracks.  It may therefore be better to 
consider the whole issue as a risk of obstruction.

4) The obstruction risk might be reduced by mitigations such as 
obstruction detection, derailment detection or track brakes.

5) Closer running may be of particular value at terminal stations 
where speeds are low. The consequence of an accident at 
such speeds would be lower than high speed operation.

The next steps identified by the study include not only a 
quantitative risk analysis but also a quantitative benefits analysis.

Track to train communication
“The future of Signal Post Telephones – an engineer’s view” 
(IRSE NEWS Issue 226), proposes that Signal Post Telephones 
(SPTs) should not be provided as part of re-signalling schemes 
and serious consideration should be given to ceasing their use 
where they are provided today. I totally agree with the author 
Lee John Allen.  When I was Head of Telecoms for Network Rail 
(NR) in 2008 we worked with the Rail Safety and Systems Board 
(RSSB) to make sure the provision of SPTs was not required in 
any standard. I recall asking my European colleagues how they 
had made the case to remove lineside telephones now they 
had deployed GSM-R. One engineer replied that he didn’t 
know, as his predecessor had them removed when analogue 
radio systems had been provided 30 years previously!

Lee asks why are SPTs still being provided on the UK main 
line railway. My personal view is that sponsors and project 
managers may be taking the least risk approach, providing “a 
few telephones” rather than justifying the decision with the 
trade unions. The cost is small when compared to the overall 
scheme budget, but is still significant. Maintaining the SPTs and 
associated walkways over the life of the resignalling is a cost 
that has to be funded, and it is exposing trackside staff to risk. 
The SPT system will have to be renewed several times over the 
life of the resignalling. I also believe that the next generation of 
train crew will not know what it is like to use a fixed telephone 
and will expect a mobile communication device.

Lee suggests a WiFi hot spot to replace the SPT. How about 
SPT suppliers manufacturing a WiFi router in a similar case 
with the same post fixings so that it becomes a quick change-
out?  A means of providing data transmission over the old 
copper cable will be required, but BT (UK telecomms provider) 
already do something similar with ‘Fibre To The Cabinet’. Local 
power could be an issue but could easily be provided on a 
new scheme. This would give the SPT manufactures a new 
market instead of telephones, it could provide a voice back up 
to GSM-R using WiFi calling on a mobile app, and a WiFi data 
hotspot for other lineside applications. So how about Signal 
Post Wi-FI (SPW) to replace SPT? At least until lineside signals 
are removed, but that’s another challenge.

Moving from SPTs to GSM-R, I was interested to read that 
on Friday 16 September 2016, at about 06:55 a southbound 
passenger train was travelling at about 70 mph (112 km/h) on 
the up slow line of the UK’s West Coast Main Line, when the 
leading carriage was derailed by a landslip just before entering 
the northern portal of Watford tunnel. The train stopped in the 
tunnel, partly blocking the adjacent line. About two minutes 
later, it was struck a glancing blow by a northbound passenger 
train which did not derail. Two passengers suffered minor 
injuries and both trains suffered significant damage.

Fortunately the indications are that the driver of the 
southbound train used the emergency ‘REC’ facility on the 
train’s GSM-R radio to alert other train drivers. The driver of the 
northbound train received the emergency stop message via 
his in-cab radio and applied the brake, slowing the train from 
80 mph (129 km/h) to 32 mph (51 km/h) before the collision.

When the GSM-R Functional Requirements Specification was 
produced in the mid 1990 there was a lot of debate and work 
into how fast a REC call could be instigated. It would appear 
this and the decision and all the hard work to provide GSM-R, 
and in particular tunnel coverage, have been justified.  A 
collision at  80 mph (129 km/h) would have been far worse than 
32 mph (51 km/h). All the engineers who developed, designed 
and implemented GSM-R are to be congratulated.

Paul Darlington, CEng mIET FIRSE
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MEMBERSHIP MATTERS

Current Membership: 5336

ADmISSIONS
We have great pleasure in welcoming the following members 
newly elected to the Institution:

FELLOW

AFFILIATE

TRANSFERS
ASSOCIATE mEmBER TO mEmBER

ACCREDITED TECHNICIAN TO 
ASSOCIATE mEmBER

Allen DKS Network Rail UK
Choi DCY Hitachi UK
Sason JL Opus International Australia
Shipman AK Network Rail UK
Sofocleous K Lendlease Australia
Stephan TJ Aurecon Australia

RESIGNATIONS

Knowles AJ Amey Rail UK
Md Hassan MS Global Rail Malaysia
Mohd Amin MN Global Rail Malaysia

ACCREDITED TECHNICIAN

Badar I Eurotunnel UK
Campbell PA Siemens UK
Eddy-Fox P Siemens UK
Geddes-McClure  JM Network Rail UK
Gopela JLE Bombardier UAE
Goyal N Bombardier UAE
Howse J Network Rail UK
Pattanaik RR Serco UAE
Sam SM SBS Transit Singapore
Shaikh A Bombardier UAE

Roberts C University of Birmingham UK
Singh J Access Communication Malaysia

ASSOCIATE mEmBER

Dzimba J Network Rail UK
Chidambaram PM Ansaldo Australia
Montgomery SG Siemens UK
Mukhopadhyay A ASAP Mobility Malaysia

Kataria DD Serco UAE

Begg JE, Bowles VA, Cousins NC, Janes TJ, Larraufie G, 
Urlings JHM and Wijnbeld FWM.

mEmBER
Arumugam M Ansaldo Australia
Aisa PA Alstom Italy
Lee CE SMRT International Singapore
Peulvast A Saferail France

ACCREDITED TECHNICIAN TO mEmBER
Saunders A AM Rail UK

AFFILIATE TO ASSOCIATE mEmBER
Fernando NS Alstom Australia
Thamarai Selvan  G Atkins UK

DEATHS
It is with great regret that we have to report the death of the 
following member: Watts, CJ.

RE-INSTATEmENTS
Baxter SC, Grayston MJ, Green L, Menon A, Raghunathan V and 
Turner CJ.

ENGINEERING COUNCIL REGISTRATIONS
Congratulations to the following members for achieving final 
stage registration at the following Engineering Council levels. 
EngTech, Coles L 
IEng, Shead JJ 
CEng, Stubbs A

AFFILIATE TO mEmBER
Neale M Commission for Rail Reg Ireland
Woods C Network Rail UK

Affiliate

m
em

be
r

Accredited 
Technician

Associate 
Member

Fellow

Are you at the right grade of membership?
Is your progression through the profession 
being recognised?
Is it time to take the next step?
Why not have a look at the IRSE website under Grades on 
the membership tab, and consider whether you should 
apply for a higher grade of membership.
For more advice contact your local IRSE section or the IRSE 
office in London.
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CALL FOR PAPERS

W H E E L
DETECTION
F O R U M 

2017
WHEEL DETECTION FORUM4TH

THE FUTURE OF TRAIN TRACKING

To be considered for a presentation at the forum, please submit an abstract in 
English. The streams of the conference focus on these topics:

Wheel detection
Axle counting
Distributed Acoustic Sensing (DAS)
Further tracking technologies (FBG, GNSS, …)
Interfaces and communication

www.wheeldetectionforum.com

Please hand in the abstract online at
www.wheeldetectionforum.com

For further information: 
marketing@frauscher.com

Abstract 
submission 
closed

DECEMBER 2016

20

Notice of 
abstract 
acceptance

FEBRUARY 2017

10

Short paper 
due for 
review

APRIL 2017

10

Presentations should outline future challenges, latest research results, 
improvement of RAMS or best practice cases. A structured and factual 
abstract in English – 200-350 words – is required.

4–6 OCTOBER 2017 | VIENNA, AUSTRIA
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